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Abstract—This paper presents the design and deployment of a
virtualized testbed that facilitates experimentation and instruc-
tion in programmable network systems. The platform integrates
Smart Network Interface Cards (SmartNICs), Programmable
Data Plane (PDP) switches, and the Data Plane Development
Kit (DPDK), within a cloud-based orchestration framework to
reproduce high-performance, real-world networking scenarios.
It supports line-rate processing, enabling real-time applications
such as telemetry, encrypted traffic inspection, and malware
detection. Through a series of use cases, we demonstrate how the
testbed enables advanced experimentation by offloading infras-
tructure functions to the data plane, achieving low latency, high
throughput, and high scalability. The system also provides users
with guided labs for learners and is accessible via NETLAB+ for
remote use. Future work includes federation with national-scale
infrastructures such as FABRIC to broaden access and support
multi-institutional collaboration.

Index Terms—Testbed, P4, Programmable Data Plane (PDP),
SmartNIC, Data Plane Development Kit (DPDK).

I. INTRODUCTION

Modern network infrastructures face increasing demands in
throughput, latency, and programmability, driven by applica-
tions such as cloud-native services, real-time analytics, and
autonomous systems [1]. As Moore’s Law [2] no longer holds
and Dennard Scaling [3] has slowed, general-purpose CPUs
are no longer sufficient to meet the performance needs of
contemporary network workloads. These trends have prompted
a shift toward specialized hardware capable of executing
infrastructure functions directly in the data plane.

Infrastructure functions refer to network-level operations
such as packet classification, forwarding, encryption, teleme-
try, load balancing, and congestion control. Traditionally per-
formed in software and across multiple layers of the protocol
stack, these operations incur processing delays and overload
CPUs when operating at high packet-per-second (pps) rates.
Offloading these functions to programmable hardware com-
ponents, such as Programmable Data Planes (PDP) switches
and Smart Network Interface Cards (SmartNICs), enables in-
network computation with improved performance [4, 5].

SmartNICs integrate compute resources such as onboard
CPUs, FPGAs, or ASICs that support deep packet inspec-
tion, header rewriting, and flow control directly on the

NIC, without involving the host CPU [6]. Similarly, PDPs
written in P4 enable customizable match-action pipelines in
switches. Together, these technologies support low-latency,
high-throughput processing tailored to application-specific re-
quirements. Despite their capabilities, these technologies re-
main largely inaccessible in academic settings due to their
cost, operational complexity, and support requirements [7].
As a result, many institutions are unable to provide students
and researchers with hands-on experience in such emerging
architectures.

To address this gap, we present a remotely accessible testbed
that combines SmartNICs, P4-programmable switches, and
DPDK-enabled targets within a hypervisor-based orchestra-
tion system. The platform supports advanced experimentation
and instruction by enabling the deployment of infrastructure
functions directly in the data plane. It also provides modular
training labs and guided exercises suitable for a range of
user proficiency levels. The orchestration system is built on
NETLAB+ [8], which handles user reservations, dynamic
resource allocation, and remote access through a web-based
interface; no tools and software (e.g., SSH) are needed on the
learner’s machine. The only requirement is having Internet
access. This approach supports scalable multi-user access
and makes complex experiments feasible without requiring
physical proximity to specialized hardware.

In this paper, we present a set of use cases enabled by the
implemented testbed that demonstrate real-world applications
in heavy hitter detection, telemetry, traffic classification, en-
crypted traffic inspection, and malware detection. These use
cases highlight how the platform supports high-performance
experiments in programmable networking by offloading in-
frastructure functions to the data plane. They also illustrate the
system’s ability to support research and instructional scenarios
across various networking topics. The rest of the paper is
organized as follows: Section II provides background on
SmartNICs and PDPs. Section III describes the system ar-
chitecture. Section IV presents supported experiments through
use cases. Section V concludes the paper and describes future
work.
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Fig. 1. Comparison between Traditional NICs and SmartNICs. (a) In
traditional NIC architectures, infrastructure workloads (e.g., security, storage,
network) are executed on the host CPU, increasing system load and latency.
(b) SmartNICs integrate programmable compute resources that handle infras-
tructure functions directly on the NIC, enabling higher performance, reduced
host CPU usage, and enhanced support for in-network computing [1].

II. BACKGROUND

A. Smart Network Interface Cards (SmartNICs)

SmartNICs are advanced network interface devices that ex-
tend traditional NIC functionality by integrating programmable
processing units. Unlike traditional NICs, which are limited
to basic packet transmission and reception, SmartNICs are
equipped with specialized hardware such as multi-core CPUs,
FPGAs, or ASICs that enable them to offload and accelerate a
wide range of infrastructure functions, including packet filter-
ing, encryption, traffic shaping, telemetry, and even portions
of application logic. This architectural shift is illustrated in
Fig. 1, which compares traditional NICs, where infrastructure
functions are executed on the host CPU, with SmartNICs that
offload these tasks to onboard processors, thereby enabling
lower latency, reduced host load, and enhanced in-network
processing capabilities.

This offloading paradigm addresses a growing challenge
in modern computing systems, which is the increasing data
throughput and complexity of network traffic. With the decline
of Moore’s Law [2] and the slowdown of Dennard Scaling [3],
general-purpose CPUs struggle to keep up with the volume
and diversity of network workloads. SmartNICs mitigate this
issue by performing compute-intensive or latency-sensitive
operations directly on the NIC, thereby reducing the need
to traverse the entire operating system stack and minimizing
CPU overhead. SmartNICs typically fall into three archi-
tectural categories [1]: SoC-based (System-on-Chip), FPGA-
based, and ASIC-based. Each category has its advantages and
limitations. For instance, an ASIC-based SmartNIC achieves
line rate processing, but is limited in programmability. SoC-
based SmartNICs are more programmable, but do not reach the
line rate when a lot of processing is offloaded to the SmartNIC.
These architectures support frameworks such as the Data Plane
Development Kit (DPDK) and P4, allowing developers to build
custom packet-processing applications.
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Fig. 2. Overview of the PISA (Protocol-Independent Switch Architecture)
pipeline used in P4-programmable data planes. The architecture includes a
programmable parser, a sequence of match-action tables, and a deparser, all
controlled by a software-based control plane. Each match-action stage can
be programmed to define custom header parsing, table lookups, and packet
modifications, enabling high-speed data plane operations [9].

B. Programmable Data Planes (PDPs)

Traditional network devices are built with fixed-function
data planes, where packet processing behavior such as for-
warding, classification, filtering, and telemetry is pre-defined
by the hardware vendor and cannot be modified post-
deployment. This rigidity limits innovation, adaptability to
new protocols, and the ability to respond to evolving network
demands such as dynamic traffic engineering, in-network com-
puting, and real-time telemetry. PDPs address this limitation
by enabling direct control over how packets are processed as
they traverse network devices [10]. In a PDP, the parsing,
matching, and modification of packets are no longer hard-
wired. Instead, they can be defined and updated by the operator
or developer, without modifying the underlying hardware.
This programmability allows networks to become more agile,
responsive, and tailored to specific applications such as traffic
classification [9, 11], DDoS mitigation [12], and granular
performance monitoring [13, 14].

P4 (Programming Protocol-Independent Packet Processors)
has emerged as the most prominent data plane program-
ming language. P4 provides a high-level, platform-agnostic
syntax for defining how packets are parsed, matched, and
acted upon. It implements abstractions such as customizable
headers, parsers, control blocks, and match-action tables, en-
abling developers to express both standard and custom packet-
processing behaviors. Fig. 2 shows the Protocol-Independent
Switch Architecture (PISA), which is a programming model
for P4. The PISA pipeline consists of a programmable parser,
a sequence of match-action tables, and a programmable de-
parser. Incoming packets are first parsed into defined headers,
which are then processed through one or more match-action
stages that perform basic arithmetic operations, header modi-
fication, or telemetry collection. Finally, packets are reassem-
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Fig. 3. System architecture. The platform leverages a hypervisor-based
orchestration layer to dynamically manage hardware resources—including
CPUs, RAM, storage, SmartNICs, and programmable switches—across mul-
tiple host machines. Each host runs isolated laboratory pods that support
experiments in SDN, P4, custom pods, DPDK, and others. A centralized
orchestration system interfaces with a portal or LMS to schedule, provision,
and manage virtual labs in a scalable and user-accessible manner.

bled and forwarded via the deparser. The pipeline behavior
is defined entirely in P4, which allows users to express how
packets are handled at each stage based on arbitrary header
fields.

The use of P4 enables infrastructure functions, such as in-
band telemetry, custom tunneling protocols, traffic filtering,
and load balancing, to be executed directly in the data plane.

III. SYSTEM ARCHITECTURE AND IMPLMENTATION

The implemented system operates as a private cloud, dy-
namically allocating and managing computing resources to
facilitate scalable and interactive virtual laboratories. These
resources are distributed across multiple data center hosts
to optimize performance and enhance the user experience
during hands-on sessions. Fig. 3 shows how the resources are
organized in each datacenter host. Each data center host is
equipped with robust computing resources, including servers
featuring 32 to 40 CPU cores, approximately 1TB of RAM,
and roughly 2.5TB of storage capacity. Typically, each data
center consists of 4 to 10 servers, dedicated to hosting virtual
laboratory pods and the management infrastructure.

The system is implemented on bare-metal hypervisors. Each
virtual laboratory pod comprises virtual machines (VMs),
virtual switches, legacy routers, PDPs, and SmartNICs. The
PDPs are Intel Tofino switches, while the SmartNICs used
in the testbed are NVIDIA’s BlueField-2 and BlueField-3,
and Intel’s Infrastructure Processing Unit (IPU) E2100. These
elements enable complex, realistic networking scenarios that
often require multiple interconnected virtualized components.
The system relies on a hypervisor-based orchestration frame-
work utilizing the NETLAB+ appliance. NETLAB+ automates
the provisioning and management of virtual lab environments.
It handles user reservations, dynamically allocates resources,
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Fig. 4. Generic experimental topology. It includes a traffic sender, a legacy
router, and both (a) inline and (b) passive (non-inline) PDPs. Optical taps
mirror traffic to a SmartNIC-enabled collector for out-of-band processing. A
receiver node completes the end-to-end flow. The sender and the receiver are
SmartNIC-enabled hosts.

and schedules lab sessions to ensure seamless accessibility for
educational and research purposes.

Users interact with the virtual laboratories through a secure,
intuitive web-based interface. Secure HTTPS connections en-
able access without additional software. These connections
traverse the organization’s firewall and are managed by an
on-premises proxy server, which facilitates Virtual Network
Computing (VNC) access to dynamically provisioned lab
pods. A reservation and scheduling workflow is implemented
via NETLAB+: users log in, select time slots, and gain access
to fully provisioned lab environments at the scheduled time.
The system supports scheduled and on-demand sessions, with
resource allocation optimized across distributed hosts.

IV. USE CASES

To demonstrate the type of experiments supported in the
implemented testbed, we present a series of use cases that
highlight how the platform supports advanced experimentation
in PDPs and SmartNICs. These examples reflect real-world
scenarios and research directions recently explored within
our academic environment, including security enforcement,
traffic monitoring, and telemetry. Each use case leverages the
testbed’s ability to deploy programmable logic at line rate,
enabling high-performance packet processing and low-latency
decision-making.

Fig. 4(a) illustrates one of the topologies used across
multiple experiments in the testbed. It includes a sender, a
receiver, and an inline PDP. Fig. 4(b) shows another topology
used for experimenters. This topology implements a non-
programmable router (e.g., Juniper MX-204), a PDP, and
passive taps. The PDP operates as a measurement instrument,
receiving mirrored traffic through optical taps, which supports
passive monitoring and deferred analysis. A SmartNIC-based
collector is used to aggregate telemetry or execute filtering
rules offloaded from the host. The sender and the receiver are
SmartNIC-enabled hosts in both topologies. In experiments
where multiple senders and receivers are required, the user can
start a software switch (e.g., Open vSwitch, Linux Bridge) that
connects virtual interfaces from the senders, and the interfaces
of the SmartNIC.
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Fig. 5. Experimental topology for in-band telemetry and heavy-hitter detec-
tion. Background traffic and heavy flows are generated using DPDK-pktgen. A
SmartNIC-based heavy hitter detector monitors incoming traffic at 100 Gbps,
identifies large flows using sketch-based algorithms, and drops or marks them
before they saturate the downstream 1 Gbps link [15].

A. Use Case 1: Heavy-Hitter Detection

Network operators require fine-grained visibility into traffic
behavior to detect anomalies, enforce policies, and optimize
performance. Traditional monitoring tools often rely on exter-
nal collectors or CPU-based sampling, which introduce latency
and lack real-time responsiveness. In this use case [15], the
testbed is used to implement a heavy-hitter detection solution
using P4-DPDK. P4-DPDK is a technology that bridges the
P4 language with the performance benefits of DPDK. DPDK
runs on multi-core CPUs on the host, and bypasses the kernel
stack, enabling lower latency and high throughput.

Fig. 5 shows the experimental topology. The experiment
deploys a match-action pipeline where the Count-min Sketch
(CMS) algorithm is implemented. The CMS allows estimating
the counts with high scale. Heavy hitters are then identified
based on the frequency and volume thresholds. The CMS uses
multiple hash functions. A hash function takes as input the
5-tuple, which is used to identify a flow. The heavy hitter
is detected by comparing the number of packets received
from the flow recorded in the CMS (calculated by taking the
minimum across the counts) against a predefined threshold.

Fig. 6 shows the loss rate under varying packet sizes (64 to
1500 bytes) and line rates from 1 Gbps to 100 Gbps where
the proposed system is compared with Suricata DPDK, an
open-source Network Security Monitor (NSM). The results
demonstrate a performance advantage for the proposed system.
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Fig. 6. Comparison of packet loss rates between (a) Suricata-DPDK and (b)
the proposed P4-DPDK system under varying packet sizes and traffic rates.
The proposed system consistently outperforms Suricata, achieving minimal
packet loss even at 100 Gbps with larger packets, while Suricata suffers
significant loss across most configurations [15].
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Fig. 7. Experimental topology for DNS deep packet inspection and domain-
based filtering. DNS traffic is generated between two hosts and analyzed by
both a P4-programmable switch running P4DDPI and a pfSense firewall to
compare in-network and CPU-based filtering approaches. [16].

Suricata-DPDK experiences drastic packet loss, particularly
with smaller packet sizes and higher line rates. On the other
hand, the proposed system maintains negligible loss in nearly
all configurations, especially when larger packets are used.

B. Use Case 2: Deep Packet Inspection and Domain-Based
Filtering in P4 Switches

Traditional firewall systems rely heavily on CPU-based
packet inspection, which becomes a bottleneck in high-
throughput environments. In this use case, the testbed is used
to deploy a P4-based Deep Packet Inspection (P4DDPI) system
designed to extract and filter domain names directly in the
data plane of programmable switches. The goal is to block
malicious domains at line rate without involving control-plane
logic or external firewalls.

Fig. 7 shows the experimental topology implemented in the
testbed, where DNS traffic is routed through a programmable
switch running the P4DDPI pipeline. The topology follows the
generic topology shown in Fig. 4(a). Instead of a collector, a
pfSense firewall is installed. The firewall is used for compar-
ison purposes against the PDP. Hosts H1 and H2 generate
DNS and background traffic at 40 Gbps across the switch and
the firewall. The P4 switch parses domain labels using packet

(a) (b)

Fig. 8. Experimental results. (a) CDF of DNS query delay under P4DDPI
and pfSense. P4DDPI achieves sub-microsecond delay due to data plane
processing, while pfSense shows significant latency due to CPU load and
software-based inspection. (b) CDF of packet loss under increasing DNS
traffic rates. P4DDPI maintains 0% packet loss across all scenarios, while
pfSense shows loss rates approaching 1% as DNS traffic increases [16].
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Fig. 1: Overall architecture of the proposed system.

switch enforces fine-grained and coarse-grained monitoring
and security policies on the hostname. The policies are man-
aged at run-time from the control plane of the switch. On
the other hand, if the switch fails to extract the hostname, it
forwards the TLS Client Hello packet to the DPDK application
hosted on the smartNIC. The application is capable of parsing
and extracting the hostname from any TLS Client Hello
packet. After extracting the hostname, the DPDK application
applies the monitoring and security policies. The application
utilizes the Regex engine of the smartNIC to apply the coarse-
grain policies. If the hostname matches a security policy, the
DPDK drops the corresponding packet. Otherwise, the packet
is sent to the P4 PDP switch, which forwards the packet with
no further inspection.

B. Parsing TLS in P4

The TLS protocol contains multiple variable-length headers.
In the TLS Client Hello packet, the variable-length headers
include the session ID, the list of supported ciphers, the
compression methods offered by the client, and the list of TLS
extensions. For each of these headers, the parser first extracts
the length field and then uses the extracted length to transition
to the corresponding state. For each possible transition (i.e.,
for each potential header length), the parser defines a separate
state to parse a number of bytes equal to the length of the
header.

Due to hardware resource constraints, it is not feasible to
account for all possible header lengths and transitions. Instead,
the parser defines states for the most commonly observed
header lengths, maximizing the likelihood of successful pars-
ing. The advance feature of the Tofino PDP switch is used to
skip over all headers prior to reaching the SNI field. This
feature is critical for achieving line-rate extraction of the
hostname in the data plane. After skipping over the session
ID, ciphers, and compression methods, the parser arrives at the
TLS extensions. TLS supports various extensions, including
the SNI extension, each of which is identified by its type and
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Fig. 2: Parsing TLS protocol in P4.

can have a variable length depending on its content. A loop is
implemented in the parser to efficiently skip over these TLS
extensions.

The parsing logic is illustrated in Fig. 2. Upon reaching the
TLS protocol, the parser first extracts the session ID length.
If the session ID length is zero, indicating the absence of a
session ID, the parser transitions to the state responsible for
extracting the length of the ciphers. If the session ID length
is less than 32 bytes, the parser uses this value to transition
to one of 32 predefined states, with each state responsible
for skipping a number of bytes equivalent to the session ID
length. After skipping the session ID, the parser transitions to
the state responsible for extracting the length of the ciphers.
If the session ID length exceeds 32 bytes, the parser flags the
packet as unparsable and accepts it. All packets flagged as
unparsable are forwarded to the DPDK application for further
processing. The parser then follows the same logic to skip
the ciphers and the compression methods (denoted as ”comp.”
in the figure). It defines 36 states to handle different cipher
lengths and a single state to parse the compression methods.

Once the parser skips the compression methods and reaches
the list of TLS extensions, it implements a loop to skip
over all extensions except the SNI extension. If the parser
encounters an extension larger than 31 bytes, it flags the packet
as unparsable and accepts it. The loop terminates when the
parser identifies an extension of type 0, which corresponds
to the SNI extension. Once the SNI extension is reached, the
parser begins extracting the hostname.

Unlike other header fields in the TLS protocol that are sim-
ply skipped by the parser, the hostname must be extracted and
stored in a header structure to enable hostname-based filtering.
A straightforward approach would be to define separate header
structures for each possible hostname length; however, this
would overwhelm the parser, hindering its ability to perform
efficient DPI. Instead, a small set of header structures is
defined, and the parser dynamically combines these structures
at runtime to extract and store variable-length hostnames.
The current implementation supports a maximum hostname
length of 31 bytes. To handle all possible lengths, five header
structures are defined, each capable of holding 1, 2, 4, 8, and
16 bytes, respectively. Any hostname shorter than 32 bytes can
be extracted and stored across these structures. For instance,
if the hostname is www.google.com, which has a length of 14
bytes, the parser would divide it into three header structures of

Fig. 9. Experimental topology for TLS SNI inspection using hybrid P4-
DPDK pipeline. The P4 switch parses TLS Client Hello messages to extract
SNI hostnames and apply filtering rules. Packets not fully parsable are sent
to a SmartNIC running a DPDK application, which uses a Regex engine to
enforce additional security policies [17].

recirculation, computes label hashes, and applies filtering rules
stored in match-action tables to drop or allow traffic based on
the resolved IP address of the queried domain.

The experiment compares the proposed system with pfSense
in terms of delay and packet loss. Fig. 8(a) presents the
cumulative distribution function (CDF) of DNS query delays.
The results show that the proposed system maintains sub-
microsecond latency, while pfSense introduces an average
delay of over 17 ms, with a significant number of queries
experiencing delays above 20 ms. Fig. 8(b) shows the CDF of
packet loss, where pfSense experiences up to 1% loss under
heavy DNS loads, while P4DDPI incurs no observable packet
drops.

C. Use Case 3: TLS SNI Inspection Using Hybrid P4 and
DPDK Pipelines

As HTTPS adoption approaches near ubiquity, monitoring
encrypted traffic has become both critical and challenging. A
widely used approach for classifying HTTPS traffic involves
extracting the Server Name Indication (SNI) field from the
TLS handshake. Traditionally, SNI-based inspection relies on
general-purpose CPUs and kernel-level DPI, which introduces
latency and scalability limitations under high traffic loads.

This use case presents a hybrid architecture that performs
TLS SNI extraction and filtering directly in the data plane
using a P4-programmable switch and a SmartNIC-accelerated
DPDK application. Fig. 9 illustrates the system architecture.
TLS Client Hello packets are first parsed by the P4 switch,
which extracts SNI hostnames and enforces fine and coarse-
grain security policies. Packets that cannot be parsed due to
variable-length headers are forwarded to a DPDK application
running on a SmartNIC. This application uses the SmartNIC’s

Fig. 10. CDF of TLS packet processing times for TLS 1.2 and TLS 1.3
using P4 switch, DPDK SmartNIC, and Suricata. The hybrid P4-DPDK system
significantly outperforms Suricata, processing most packets in under 1 µs (P4)
or 7 µs (SmartNIC), while Suricata averages over 90 µs [17].

built-in Regex engine to perform high-speed pattern matching,
allowing complex policy enforcement with minimal delay.

To evaluate performance, the system is compared against
Suricata, a CPU-bound intrusion detection system. Fig. 10
presents the CDF of TLS packet processing times for TLS
1.2 and TLS 1.3. The proposed system achieves near-line-rate
performance: the P4 switch processes packets in ∼700–900 ns,
and the SmartNIC-DPDK application handles complex packets
in ∼7 µs. In contrast, Suricata averages ∼92–95 µs per packet,
demonstrating 1–2 orders of magnitude improvement.

D. Use Case 4: Real-Time Flow Monitoring and Malware
Detection with P4 and RDMA

Accurate and real-time monitoring of network flows is a
fundamental requirement for applications such as anomaly
detection, traffic engineering, and malware identification. Tra-
ditional monitoring tools such as NetFlow, sFlow, and Zeek
struggle with packet loss and coarse visibility under high data
rates. This use case demonstrates how the testbed enables
scalable and lossless per-flow statistics collection using a P4-
programmable switch and a SmartNIC-enabled collector via
Remote Direct Memory Access (RDMA).
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rev
i )) = Tnow() − TSYN(h1(k

rev
i )).

3) Inter-arrival time (IAT): The IAT of packets is a crucial
metric for assessing the burstiness of a flow. It is calculated
by measuring the time difference between two successive data
packets belonging to that flow. The main challenge with IAT
is that it is inherently a per-packet metric. Given the limited
memory footprint of the PDP, the system computes a single
sample of the IAT based on the last two packets received
before an acknowledgment (ACK) arrives:

IAT (h1(ki)) = Tnow() − TIAT(h1(ki)),

where TIAT(h1(ki) is the time of the previous packet.
4) Derived metrics: The collector computes additional met-

rics, referred to as derived metrics, using the raw metrics
computed/extracted by the data plane. Table II lists the derived
metrics, their descriptions, and their sources. Note that this list
is not exhaustive; other metrics could be derived. Some of the
derived metrics will hold multiple values over time1. This is
useful to track values over time (e.g., throughput, packet loss).

B. Report Preparation

The data plane maintains registers to store the RDMA write
address, key, QPN, and PSN. The RDMA control channel
setup module initializes these values. When an ACK is re-
ceived, the data plane performs the following actions:
1) Retrieve the current memory address, key, QPN, and PSN

from the register, then increment the address by the report
size and the PSN by one.

2) Replace the packet’s destination IP with the collector’s IP.
3) Invalidate the TCP header, set the UDP header as valid, up-

date its length, and update the destination port to RoCEv2’s
port number assigned by IANA (4791).

4) Add the BTH header, and assign the PSN and QPN.

1Metrics marked with (list) in Table II indicate they contain multiple values.

Sender

PDP

(Intel Tofino)

Router

(Juniper MX 204)
Receiver

Collector

SmartNIC

(BlueField-2)

40G 40G

40G40G

TAP

Fig. 4. Topology used to implement and test the system.

5) Add the RETH header and assign the memory address, key,
and length.

6) Insert the payload with metrics of Table I.
7) Calculate the Invariant CRC (iCRC) checksum.
8) Send the packet to the collector.

C. Reports Processing

The collector initializes threads that continuously iterate
over fixed-size segments in the allocated buffer, processing
a subset of the reports pushed by the data plane. Each thread
parses its reports and updates a global hash table that tracks
the metrics for all flows. As shown in Fig. 3, each thread
computes a flow ID by hashing the 4-tuple of each report. If
the flow ID is new, it inserts the entry into the hash table.
Otherwise, the thread compares the report’s timestamp to the
last recorded timestamp for the flow. If the report’s timestamp
is more recent, it recomputes the flow’s derived metrics, and
updates the hash table entry.

IV. IMPLEMENTATION AND EVALUATION

Fig. 4 shows the network topology. The sender is connected
to a legacy router (Juniper MX 204) using an NVIDIA
ConnectX-6 NIC. An optical tap is placed on the link between
the sender and the router, which produces a copy of the traffic
and forwards it to the PDP. The PDP is the Intel Tofino [18]
on an Edgecore Wedge100BF-32X switch. The collector is
connected to the PDP through an RDMA-capable SmartNIC
(NVIDIA BlueField-2 [19]). All links operate at 40Gbps.

A. Measurements Accuracy with Real Traces

This experiment evaluates the accuracy of some of the
metrics measured by the proposed system using two network
traffic traces from the Measurements and Analyses on the
WIDE Internet (MAWI) [20]. The MAWI traces are publicly
available; they are anonymized and their payload has been
truncated. The first trace, from October 25, 2010, represents
lower traffic rates, with an average rate of 166.17Mbps and
27.65Mbps standard deviation. The second trace, from October
25, 2024, represents higher traffic rates, with an average rate of
2989.26Mbps and a standard deviation of 666.33Mbps. Fig. 5
shows the scatter plots for RTT, flow size, and packet counts.
The left column shows the results for the lower-rate trace,

(BlueField-2)

SmartNIC

Fig. 11. Experimental topology for real-time flow monitoring. Traffic is
mirrored from a router to an Intel Tofino P4 switch, which processes the
packets and sends flow-level metrics to a SmartNIC-enabled collector using
RDMA over 40 Gbps links [13].
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Fig. 12. Experimental results. (a) CDF of generated reports per second across
four MAWI traces. The system handled between 39K and 104K reports/sec in
real-world traffic scenarios. (b) System scalability: percentage of successful
RDMA memory writes as a function of report rate. The system maintains
near 100% success up to ∼22 million reports/sec, ensuring lossless high-
speed telemetry [13].

As shown in Fig. 11, the system consists of a traffic
sender connected to a router and a P4-enabled Intel Tofino
switch. The topology follows the generic one shown in Fig.
4(b). The P4 switch processes mirrored traffic and calculates
metrics such as round-trip time, inter-arrival time, packet
count, and flow size. Instead of using traditional host-based
transmission, the P4 switch sends flow reports using RDMA
over Converged Ethernet version 2 (RoCEv2), which is a
protocol that allows direct writes to the collector’s memory
without CPU involvement. The collector uses parallel worker
threads to update flow metrics in real time.

Fig. 12(a) shows the number of reports per second that
are sent when real backbone traces are replayed. Depending
on the dataset, the number varies between 39K and 104K
reports/sec. Fig. 12(b) demonstrates the system’s scalability,
achieving over 20 million reports/sec with over 99% successful
memory writes, far exceeding the rates required for backbone
monitoring. These results confirm the system’s ability to
support high-throughput malware detection and dynamic flow
monitoring. Unlike network security monitors such as Zeek,
which experience packet loss as the traffic rates increase, this
architecture offers lossless monitoring, real-time processing,
and accurate metric collection at scale.

V. CONCLUSION AND FUTURE WORK

This paper presented the design and implementation
of a testbed for experimentation and instruction in pro-
grammable networking. The platform integrates SmartNICs,
P4-programmable switches, and DPDK within a virtualized
orchestration system, enabling realistic, scalable experiments
in areas such as telemetry, traffic classification, and encrypted
traffic inspection. Results across multiple use cases confirm the
effectiveness of offloading infrastructure functions to the data
plane, reducing latency, lowering CPU load, and improving
throughput. In addition to supporting research, the testbed
provides guided training through NETLAB+, offering remote
access and lab scheduling for P4 and SmartNIC experimenta-
tion. This makes advanced network experimentation accessible
to institutions with limited physical resources. Future work

includes integrating the testbed with national-scale platforms
such as FABRIC [18] to enable broader access, multi-site
collaboration, and resource federation for large-scale pro-
grammable networking research.
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