
Journal of Network and Computer Applications 242 (2025) 104257 

A
1

 

Contents lists available at ScienceDirect

Journal of Network and Computer Applications

journal homepage: www.elsevier.com/locate/jnca  

Review Article

A survey on security applications with SmartNICs: Taxonomy, 
implementations, challenges, and future trends
Sergio Elizalde a ,∗, Ali AlSabeh b , Ali Mazloum a , Samia Choueiri a , Elie Kfoury a , 
Jose Gomez c , Jorge Crichigno a
aMolinaroli College of Engineering and Computing, University of South Carolina, Columbia, SC, USA
b College of Sciences and Engineering, University of South Carolina Aiken, Aiken, SC, USA
c Katz School of Business, Fort Lewis College, Durango, CO, USA

A R T I C L E  I N F O

Keywords:
SmartNIC
Security applications
Intrusion detection systems
Volumetric attacks
Privacy
Threat model

 A B S T R A C T

Over the last decade, network applications have grown exponentially, demanding high-speed interconnects. 
Unfortunately, chip manufacturers are approaching the upper limits of silicon-based computing with slow 
improvements in computational performance and energy efficiency. This trend has forced the industry to 
shift paradigms, moving from monolithic architectures to heterogeneous, domain-specific designs. Moreover, 
the ever-evolving threats compromise digital services and demand more scalable and flexible solutions to 
ensure service continuity in production networks. Smart Network Interface Cards (SmartNICs) are a product of 
this new paradigm, integrating domain-specific engines and general-purpose cores to offload various network 
infrastructure tasks, including those related to security. This paper provides a comprehensive overview of 
SmartNICs, with a particular focus on their role in strengthening network defenses. It introduces SmartNIC 
technology and presents a taxonomy of security applications offloaded to SmartNICs, categorized into Intrusion 
Detection and Prevention Systems (IDS/IPS), defenses against volumetric attacks, and data confidentiality 
mechanisms. Additionally, the paper explores vulnerabilities associated with adopting SmartNICs in the cloud, 
examining the threat model and reviewing proposed remediations in the literature. Finally, it discusses 
challenges and future trends in SmartNIC security applications, highlighting current initiatives and open 
research areas.
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1. Introduction

Network security is crucial in safeguarding sensitive data and main-
taining operational integrity in the digital age. As cyber threats evolve, 
organizations and individuals face increasing risks from cyberattacks. 
Implementing robust network security measures is essential to prevent 
unauthorized access, protect privacy, and ensure the continuity of digi-
tal services (Aslan et al., 2023). Weaknesses in network security systems 
create vulnerabilities that cybercriminals can exploit to access private 
2 
data or disrupt services. Recent incidents underscore the importance of 
strong network security. For example, the MOVEit file transfer service 
experienced a significant security breach in 2023, which exposed the 
data of around 1800 networks worldwide (Gooding, 2024).

Traditionally, middleboxes have been deployed to mitigate and 
safeguard networks. These devices offer high-performance guarantees, 
making them well-suited for enterprise networks, data centers, and 
wide-area networks (Sherry et al., 2012). However, they are often 
costly, difficult to manage, and fully proprietary, which complicates the 
process of upgrading their functionalities.
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Fig. 1. Server infrastructure tasks offloaded to SmartNICs (Kanev et al., 2015). (a) In 
traditional setups, the server’s CPU cores handle infrastructure tasks. (b) In modern 
data centers, SmartNICs take over these tasks, thereby saving CPU cycles on the host 
and isolating the server from the infrastructure execution environment.

With the rise of cloud systems, virtual security equipment has 
emerged as a more flexible alternative (Luo et al., 2020). This modern 
approach utilizes Software-Defined Networking (SDN) and Network 
Function Virtualization (NFV) to execute security functions on general-
purpose Central Processing Units (CPUs). SDN provides centralized 
control and high operational flexibility due to its software-based ar-
chitecture. Despite these advantages, the transition to software-driven 
networks results in degraded packet processing performance (Pereira 
et al., 2024), marked by lower throughput and higher latency. Such 
limitations make SDN and NFV inadequate for defending against volu-
metric attacks, which can escalate to several Terabits per second (Tbps) 
in bandwidth (Lapolli et al., 2019).

To overcome the limitations of traditional approaches,
programmable data plane technologies such as programmable switches 
and SmartNICs have emerged. Unlike traditional fixed-function
switches, programmable switches allow administrators to define cus-
tom packet processing logic using network programming languages. 
The de facto language used to define the behavior of packet processing 
is the Programming Protocol-Independent Packet Processors (P4) (P4 
Language Consortium, 2024). This flexibility facilitates innovation and 
rapid testing of new security solutions, making programmable switches 
a focal point in the research for network security applications (AlSabeh 
et al., 2022b; Chen et al., 2023). Following the same design principles 
as programmable switches, the programmability of packet process-
ing has, in recent years, been extended to Network Interface Cards 
(NICs), resulting in the evolution of SmartNICs. These devices inte-
grate domain-specific processors with general-purpose CPUs, enabling 
developers to program applications on the SmartNIC’s CPU while of-
floading and accelerating specific tasks using specialized engines, such 
as encryption, compression, and packet filtering. This combination de-
livers substantial performance gains while reducing the computational 
burden on the host system (Xing et al., 2023).

The rising adoption of SmartNICs is clearly reflected in the global 
information technology ecosystem, where hyperscalers, such as Google, 
Amazon, and Microsoft, are designing custom SmartNICs to offload 
infrastructure tasks, thereby optimizing operational expenditures (Fire-
stone et al., 2018; Dancheva et al., 2024). Manufacturers like In-
tel, NVIDIA, and AMD are releasing SmartNIC models that integrate 
domain-specific processors for networking, storage, and security, along 
with general-purpose CPUs for enterprise and research institutions 
(Sundar et al., 2023; Dastidar et al., 2023).

SmartNICs are gaining increased attention in cybersecurity as they 
allow operators to offload networking functions from the host, thus 
creating hardware isolation by running infrastructure in a separate 
execution environment from user applications (see Fig.  1). Moreover, 
network security services are being deployed on SmartNICs, includ-
ing Next-Generation Firewalls (NGFWs), which offer a portfolio of 
3 
Fig. 2. Proposed roadmap of the survey.

security functions such as encryption and decryption, intrusion de-
tection and prevention, and others. Furthermore, SmartNICs can pro-
vide data provenance for various applications, such as digital twins, 
Machine Learning (ML) training data, and botnet detection, thus en-
hancing trust and fidelity across different fields (Hao et al., 2023; Seo 
et al., 2024). In cryptography, SmartNICs are used to test quantum-
safe algorithms adopted by the National Institute of Standards and 
Technology (NIST) (Beckwith et al., 2023; Lawo et al., 2024). The 
flexibility of SmartNICs, which can be continuously reprogrammed to 
comply with updated security standards, allows developers to release 
updates rapidly and mitigate security threats without requiring a com-
plete system redesign while maintaining both performance and cost 
efficiency.

1.1. Paper contributions

Although SmartNICs have garnered increasing attention from both 
academia and industry, there is still a significant lack of compre-
hensive research in the area of network security. Specifically, there 
is no thorough survey about SmartNICs that aggregates all network 
security-related papers and organizes them into appropriate cyber-
security categories while simultaneously highlighting vulnerabilities 
and threat models. To address this gap, this paper makes four key 
contributions. First, it presents the advancements in SmartNICs, starting 
from traditional NICs, and examines how these developments enhance 
cybersecurity. Second, the paper introduces a taxonomy of security 
functions and applications offloaded to SmartNICs, detailing the tech-
niques and methods used. Third, the paper comprehensively discusses 
the vulnerabilities associated with adopting SmartNICs and describes 
proposed solutions found in the literature, thus raising security aware-
ness among researchers and practitioners who deploy this technology 
in their networks. Fourth, the paper identifies open challenges and 
outlines emerging trends in the SmartNIC-enabled security landscape, 
providing a forward-looking perspective for future research. To the 
best of the authors’ knowledge, no previous article has provided a 
security-tailored comprehensive review of SmartNICs.
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Table 1
Comparison with related surveys.

Survey Technology background Taxonomy Threat
model

Discussion Focus of the
survey

Evolution Description Features Overview Literature
review

Intra-category
comparison

Comparison with
programmable switches Challenges Future

directions

Linguaglossa et al. (2019) cp cp cp cp cp c cp c cp s NFV
Fei et al. (2020) cp cp cp cp cp cp s c cp cp NFV

Shantharama et al. (2020) s s cp cp cp cp cp c cp cp NFV
Freitas et al. (2022) c cp c cp cp c c c s s OS
Zheng et al. (2023) s cp cp cp cp c cp c cp cp ML
Rosa et al. (2024) cp cp cp cp cp cp cp c s s General

Nickel and Göhringer (2024) s s s cp cp c cp c s cp General
Kfoury et al. (2024) s s s cp cp cp cp c s s General

This
survey

s s s s s s s s s s Securitys Covered in this survey c Not covered in this survey cp  Partially covered in this survey.

1.2. Paper organization

The roadmap of this survey is depicted in Fig.  2. Section 2 com-
pares existing surveys on SmartNICs and highlights the added value 
of this work. Section 3 presents an overview of SmartNICs and their 
architectures, features, and limitations. It also describes the advance-
ment in hardware for security and the portfolio of security functions 
deployed in SmartNICs. Section 4 discusses the survey methodology 
and describes the proposed taxonomy. Sections 5–7 collect and analyze 
SmartNICs applications that address network intrusion detection and 
prevention systems, volumetric attacks such as heavy hitters and Dis-
tributed Denial of Services (DDoS), and confidentiality of network com-
munications. Section 8 outlines potential vulnerabilities from adopting 
SmartNICs in the shared cloud, and Section 9 states the challenges and 
future trends in network security using SmartNICs. The abbreviations 
used in this article are summarized in Table  11 at the end of the article.

2. Related surveys

Linguaglossa et al. (2019) present a survey on performance accelera-
tion techniques for NFV. They analyze the methods to scale and remove 
inherent bottlenecks in the deployment of network functions such as 
Network Address Translation (NAT), firewalls, and mobile functions. 
Moreover, the authors describe the commonly used primitives offloaded 
to SmartNICs and discuss how programmability increases the flexibility 
demanded by NFV applications. This survey briefly discusses the NGFW 
application deployed in SmartNICs, but it is still missing many other 
security applications that can be offloaded to it with a particular focus 
on SmartNIC.

Fei et al. (2020) analyze the performance challenges in general-
purpose servers and summarize the typical performance bottlenecks 
when offloading NFVs. The authors review the progress in NFV accel-
eration and introduce a new taxonomy of state-of-the-art efforts based 
on various acceleration approaches. The authors discuss the surveyed 
works, identifying the advantages and disadvantages of each cate-
gory. They also examine the products, solutions, and projects emerging 
in the industry. The authors also identify applications that can be 
implemented with SmartNICs. Additionally, they present a gap anal-
ysis to improve current solutions and highlight promising research 
trends for future exploration. The survey primarily focuses on NFV 
deployed in hardware accelerators, not including security applications 
of SmartNICs.

Shantharama et al. (2020) present a comprehensive survey cov-
ering commercial network accelerators and relevant research studies. 
The survey demonstrates that hardware acceleration can offload tasks 
from the general-purpose CPU and enhance its capabilities through co-
processing. The authors categorize their findings into CPU hardware 
accelerations, memory enhancements, and interconnect improvements 
(including on-chip and chip-to-chip connections). They also examine 
hardware-accelerated infrastructures like SmartNICs, which connect 
general-purpose CPU platforms to networks. In terms of security, the 
4 
survey covers acceleration for encryption and decryption in CPU ar-
chitecture. Also, the poor isolation of NFV is discussed in virtual 
environments, such as kernel or user space applications. However, the 
survey does not address SmartNIC’s security applications and benefits 
for overcoming these challenges.

Freitas et al. (2022) present a systematic review of accelerating 
technologies for fast network packet processing in Linux environments. 
When handling network packets, they identify the existing overheads 
and bottlenecks in the Linux kernel. The review introduces a taxonomy 
of fast packet processing solutions categorized into hardware, software, 
and virtualization. The authors then discuss these solutions in terms of 
host resource usage, high packet rates, system security, and flexibility. 
The survey discusses kernel security, isolation, and DoS over the Pe-
ripheral Component Interconnect Express (PCIe) link between Virtual 
Machines (VMs); however, it lacks literature on security and SmartNIC 
applications.

Zheng et al. (2023) discuss various in-network ML solutions de-
veloped using P4-programmable devices, including SmartNICs. They 
explore different ML models implemented within the network and 
examine the related challenges and solutions. In the survey, the authors 
presented various ML algorithms in programmable data planes and 
explained the implementation challenges. The authors emphasize that 
in-network machine learning can greatly enhance cloud computing and 
next-generation networks. The survey concludes with a discussion of 
future trends in this area. The survey focuses on ML techniques and 
some applications of inference for anomaly detection in P4 switches, 
rather than SmartNICs.

Rosa et al. (2024) review recent research efforts aimed at enabling 
cloud platforms to offer network acceleration as a service. It focuses 
on technologies such as eXpress Data Path (XDP), Data Plane De-
velopment Kit (DPDK), and Remote Direct Memory Access (RDMA), 
which are implemented with SmartNICs. The paper identifies four key 
aspects critical to integrating acceleration options in cloud computing: 
access interfaces, virtualization techniques, serviceability, and security. 
The survey discusses the security implications of network acceleration 
in public clouds, focusing on confidentiality, integrity, authentica-
tion, access control, and isolation, but it misses IDS/IPS applications, 
volumetric attacks, and the SmartNIC threat model assessment.

Nickel and Göhringer (2024) propose a taxonomy for programmable 
network devices, including SmartNICs, FPGAs, and switches. The sur-
vey emphasizes these devices’ architectural characteristics and data 
processing capabilities in the context of in-network computing. Partic-
ular attention is given to FPGAs, analyzing their strengths and weak-
nesses in terms of power efficiency and acceleration capabilities. The 
taxonomy introduces three main categories: network device type, pro-
gramming language/model, and data plane architecture. The program-
ming model considers the development frameworks and languages 
used for network devices, while the network device type distinguishes 
between NICs and switches. The architecture has three subcategories: 
programmable ASICs, reconfigurable hardware, and System-on-Chip 
(SoC) designs. Regarding security, the survey briefly discusses IDS/IPS 
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systems in FPGA-based SmartNICs and highlights encryption research 
directions for these systems.

The closest work to ours is a recent survey on SmartNICs by Kfoury 
et al. (2024). The survey begins with the evolution of legacy NICs and 
the technological drivers behind the emergence of SmartNICs. Then, 
the survey reviews the available SmartNIC hardware architectures and 
examines open-source and vendor-specific development environments 
for SmartNICs. Additionally, a taxonomy is presented to classify the 
literature based on security, network, and compute functions offloaded 
to SmartNICs.

The novelties of our work pertaining to security, and compared 
to Kfoury et al. (2024), are:

• Our work presents a security-focused taxonomy that covers a broader 
application landscape, including volumetric attacks (heavy hitters, 
DDoS), anomaly-based IDS/IPS systems implemented using Smart-
NICs, and privacy-preserving mechanisms, all mapped specifically to 
SmartNIC-enabled architectures.

• The authors in Kfoury et al. (2024) present a generic overview 
of SmartNIC applications. Although they discuss SmartNIC security-
related work, the treatment of this topic is relatively brief and does 
not cover relevant ongoing research. Our survey is more granular 
and it thoroughly examines a broad range of security literature. 
For example, in IDS/IPS, various techniques have evolved to detect 
malicious activities, including signature-based and anomaly-based 
systems, each leveraging different techniques using SmartNICs.

• Our survey uniquely discusses the inherent security risks and attack 
surfaces introduced by SmartNICs themselves, which are crucial for 
system architects and practitioners. We complement this by analyzing 
remediation techniques proposed in the literature.

• The survey outlines key open research directions at the intersection 
of SmartNICs and network security, extracted from the reviewed 
literature and thoroughly annotated with ongoing efforts and future 
trends. These directions include topics such as isolation in multi-
tenant environments, performance modeling and quantification, and 
addressing challenges across heterogeneous ecosystems.

Table  1 provides a comparative analysis of existing surveys, de-
lineating key distinctions relative to the scope and contributions of 
this survey. In contrast to prior surveys, we focus on the recent ad-
vances in network security and SmartNICs. Additionally, we consider 
programmable switches as a precursor of SmartNICs and highlight their 
different applications and use cases in network security. We believe 
that our review can help a variety of readers understand why emerging 
network security techniques are increasingly choosing SmartNICs, and 
highlight future research directions on that topic.

3. Background

3.1. Evolution of NICs

Before exploring security applications, it is important to understand 
the foundational concepts of SmartNICs, including their evolution, ar-
chitectures, and role in distributed security. Over the past two decades, 
NICs have progressed from traditional designs to Offload NICs and, 
more recently, to programmable SmartNICs. This evolution has enabled 
more efficient data processing and enhanced security capabilities. Table 
2 summarizes the key characteristics of these NIC types.

3.1.1. Traditional NICs
Traditional NICs, also known as standard or basic NICs, are hard-

ware components that connect a computer to a network. These devices 
implement fundamental physical and data-link layer services, including 
frame serialization/deserialization, link access management, and com-
munication error detection. Typically, these functions are performed 
by a dedicated fixed-function component on a dedicated chip within 
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the NIC. On the transmitting side, the fixed-function component takes 
a datagram from the host, encapsulates it in a link-layer frame, and 
transmits the frame over the communication link according to the link-
access protocol. On the receiving side, the component receives the 
frame and forwards it to the host via a PCIe bus. A traditional NIC has 
the following features:

• Basic packet processing: Traditional NICs primarily focus on moving 
data packets between the network and the host system’s CPU. They 
have limited processing capabilities and rely heavily on the host CPU 
to handle networking tasks.

• Simple protocol handling: These NICs manage basic protocols like 
Ethernet and Internet Protocol (IP) but do not offload complex pro-
cessing tasks from the CPU.

• Limited customization: Traditional NICs are generally fixed-function 
devices with minimal scope for customization or programmability.

3.1.2. Offload NICs
Offload NICs integrate hardware acceleration engines to execute 

basic infrastructure functions that were previously managed by the 
network stack in the host. The goal is to free up host CPU cycles and 
enhance the performance. Examples of such functions are:

• TCP offload engine: Offload NICs often include a Transmission Con-
trol Protocol (TCP) offload engine that handles TCP/IP processing 
tasks, reducing the load on the host CPU and leaving more resources 
for end-user applications.

• Checksum offloading: These NICs can compute checksum for data 
packets, saving CPU clock cycles.

• Basic packet filtering: They can perform simple packet filtering and 
classification to improve network performance and security.

3.1.3. SmartNICs
SmartNICs represent the latest advancement in NIC technology. 

Although there is no consensus on the definition of SmartNICS, NICs 
that perform functions beyond basic packet processing and have pro-
grammable elements may be considered SmartNICs. These devices 
are SoCs which typically have their own Operating System (OS), on-
chip memory, general-purpose CPU cores, and programmable Domain-
Specific Accelerators (Dally et al., 2020) (DSAs), see Fig.  3(a). Typical 
DSAs within the SmartNIC include a P4 pipeline for packet header 
processing, a cryptographic accelerator for encryption/decryption op-
erations, a regular expression accelerator for pattern matching, and 
a compression accelerator for compression/decompression operations. 
Incoming packets are received (RX) and moved to the traffic manager. 
The packet may then be processed by one or more DSAs, as pro-
grammed by the engineer. If the packet is directed to the host device the 
SmartNIC is attached to, then it is forwarded via the PCI bus. Otherwise, 
the packet is sent to the network (TX). Fig.  3(b) shows an example 
of a DSA, the P4 pipeline. This accelerator processes packet headers 
and consists of the following components: programmable parser, pro-
grammable match-action pipeline, and programmable deparser. The 
programmable parser allows the developer to define packet headers 
based on custom or standard protocols and parse them. It is represented 
as a state machine. The programmable match-action pipeline executes 
the operations over the packet headers and intermediate results. A 
single match-action stage has multiple memory blocks (tables, registers) 
and Arithmetic Logic Units (ALUs), which allows for simultaneous 
lookups and actions. Since some action results may be needed for 
further processing (e.g., data dependencies), stages are arranged se-
quentially. The programmable deparser assembles the packet headers 
back and serializes them for transmission out of the DSA. The DSA 
is programmed with P4, a programming language tailored to packet 
header processing. The main features of SmartNICs are summarized as 
follows:
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Fig. 3. SmartNIC architecture and programmable pipeline. (a) Packets from the network arrive on the port (RX), and from the host on the PCI bus. Similarly, packets to the 
network are forwarded to the port (TX), and to the host on the PCI card. Packets are then handled by the traffic manager, which moves the packet to the appropriate compute 
engine. Compute engines include CPU cores and DSAs. (b) The P4 pipeline is a DSA designed for packet header processing, comprising a programmable parser, a match-action 
pipeline, and a deparser. Packets can follow different paths: from the network to the host (net-to-host), from the host to the network (host-to-net), or be recirculated through the 
pipeline for additional processing.
Table 2
Features of traditional/Offload/Smart NICs.
 Feature Traditional NIC Offload NIC SmartNIC 
 Infrastructure function separation Low Medium High  
 Security isolation Low Low High  
 General-purpose CPU No No Yes  
 Acceleration engines Low Medium High  
 Autonomous system No No Yes  
 Protocol flexibility Low Medium High  
 Standardized models Yes Yes No  
 Technology maturity High High Medium  

• Programmability: SmartNICs feature a programmable pipeline that 
enables custom packet processing. This flexibility is powered by un-
derlying hardware technologies, including Field Programmable Gate 
Arrays (FPGAs), Application-Specific Integrated Circuits (ASICs), and 
general-purpose CPU cores.

• Advanced offloading: They can offload a wide range of tasks, in-
cluding encryption/decryption, load balancing, and compression/
decompression, among others.

• Enhanced security: SmartNICs can implement advanced security fea-
tures, such as inline DoS mitigation, firewall functions, and IDS/IPS.

• Virtualization: SmartNICs support NFV, enabling the virtualization of 
network functions for more flexible and scalable network architec-
tures.

• Autonomy: SmartNICs integrate a full network stack by running 
lightweight OS, thus being an independent endpoint in the network.

3.2. SmartNICs architectures

SmartNICs achieve their flexibility through various underlying tech-
nologies, which also define their architectural distinctions. A widely 
accepted definition characterizes SmartNICs as SoC-based devices that 
integrate computing engines and multi-core RISC architectures, such 
as ARM or MIPS. These architectures typically include hierarchical on-
chip memory, comprising Static Random-Access Memory (SRAM) and 
Dynamic Random-Access Memory (DRAM), and Input/Output (I/O) 
buses for communication with internal processing units and the host 
system when needed. Alternatively, SmartNICs may incorporate differ-
ent combinations of FPGAs, ASICs, and CPUs, offering customizable 
solutions that balance flexibility, performance, and power consumption 
based on specific application needs.
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3.2.1. SoC-based
SmartNICs based on SoC architecture provide the capability to 

offload software components originally designed for the CPU. These 
SmartNICs are equipped with general ARM processors, which offer 
a high degree of flexibility, ease of programmability, and the ability 
to run new applications. An operating system typically runs on these 
SoC-based SmartNICs, managing NIC resources. Therefore, SoC-based 
SmartNICs can be considered individual computing nodes within the 
server, where the SmartNIC functions as an endpoint capable of control-
ling the full network stack. However, this architecture also brings some 
limitations similar to those of CPUs, such as limited parallelizability and 
latency overheads due to inherent architectural constraints.

3.2.2. ASIC-based
ASIC-based SmartNICs utilize application-specific integrated circuits 

or customized chips for packet processing. Typically, these SmartNICs 
incorporate specialized chips designed to perform a wide range of fixed 
security, networking, and storage functions. They are distinguished 
by their cost-effectiveness, energy efficiency, and high performance. 
However, their flexibility is limited by hardcoded functions estab-
lished during the ASIC design phase. The functions can be configurable 
but not fully programmable due to the inherent underlying hardware 
technology.

3.2.3. FPGA-based
Instead of hardcoding into the chip the functions for networks, 

the logic circuitry can be programmed using programmable hard-
ware. An FPGA is an integrated circuit composed of programmable 
logic interconnects, allowing for the customization of digital circuits. 
FPGA-based SmartNICs are characterized by their high programma-
bility, which enables the acceleration of network functions beyond 
what purely software-based implementations can achieve. Typically, 
developers write the entire hardware description using High-Level 
Synthesis languages and create the corresponding operating system 
drivers. However, frameworks such as P4FPGA (Wang et al., 2017) 
allow programmers to develop and evaluate data plane applications 
using P4 rather than hardware description languages. Moreover, com-
munity efforts are underway to develop complete open-source projects 
for FPGA-based SmartNICs (Xilinx, 2021). These SmartNICs pose chal-
lenges such as high power consumption, increased cost, and a lack 
of dynamic updatability. However, this type of SmartNIC is currently 
used in hyperscale data centers (Firestone et al., 2018) due to the 
adaptability to incorporate new features that were not designed at the 
moment of SmartNIC design.
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Fig. 4. On-path and Off-path SmartNICs. (a) The SmartNIC cores process all incoming 
traffic. (b) Traffic is steered by the NIC switch to the host or the SmartNIC according 
to offloaded rules.

3.3. On-path and off-path SmartNICs

Another approach to categorizing SmartNIC architectures is based 
on how their NIC cores interact with network traffic. These can be 
classified into two categories: on-path and off-path (Liu et al., 2019).

3.3.1. On-path
In on-path SmartNICs (see Fig.  4(a)), the NIC cores actively handle 

each incoming and outgoing packet along the communication path. 
These SmartNICs offer low-level programmable interfaces that directly 
manipulate raw packets. This design ensures the offloaded code is 
closely situated to the network packets, enhancing efficiency. However, 
this approach has its drawbacks. The offloaded code competes for 
NIC cores with requests sent to the host, and excessive computation 
offloaded to the SmartNIC can significantly degrade the performance 
of regular networking requests directed to the host. Typically, FPGA or 
ASIC SmartNICs are used to deploy on-path architecture due to their 
higher parallelizability, reducing the impact on the traffic.

3.3.2. Off-path
In this setup (see Fig.  4(b)), processing cores and memory are 

integrated into a separate SoC positioned adjacent to the NIC cores. 
The offloaded code is strategically positioned outside the critical path of 
the network processing pipeline. The SoC operates as an independent, 
fully functional end-point host with its network interface, connected 
to the NIC cores and the main host via an embedded switch, often 
referred to as a traffic manager. Depending on the forwarding rules set 
on the NIC switch, traffic is directed either to the main host or the 
SmartNIC cores. Unlike on-path SmartNICs, the offloaded code in off-
path SmartNICs does not affect the host’s network performance. This 
distinct separation allows the SoC to run a complete operating system 
(e.g., Linux) with a full network stack, simplifying system development 
and enabling offloading of complex tasks.

3.4. SmartNIC cybersecurity landscape

The disaggregation of networked systems (Shan et al., 2022) is 
redefining security architectures in modern data centers. SmartNICs 
enable port-level network intelligence, allowing security functions to be 
distributed across the infrastructure rather than centralized at perime-
ter devices. This is particularly relevant given the increasing volume of 
east–west traffic (Cisco, 2021) and the risks posed by compromised or 
misbehaving applications (Khan and Nencioni, 2023).

Traditionally, firewalls have served as the first line of defense 
by enforcing access policies and monitoring traffic (Ingham et al., 
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Fig. 5. Centralized vs. distributed security using SmartNICs. (a) Central appliances 
inspect east–west traffic but incur high overhead. (b) SmartNICs enable distributed 
inspection at each server, improving scalability and performance.

Table 3
Micro and network segmentation in network security (Al-Ofeishat and Alshorman,
2023)
 Feature Network segmentation Micro-segmentation  
 Granularity Subnets Individual workloads  
 Implementation VLAN Virtual NIC/SmartNIC 
 Zero-trust Not supported Supported  
 Scalability Low High  
 Complexity High Low  

2002). However, they are often deployed at the network perimeter, 
leaving intra-network communication largely unmonitored. To address 
this, the evolution of firewalls has moved toward distributed models, 
where enforcement shifts from centralized appliances to the server’s 
NIC. SmartNICs play a critical role in this transition by offloading 
Next-Generation Firewall (NGFW) functions and enabling deep packet 
inspection (DPI), intrusion detection/prevention systems (IDS/IPS), and 
authentication at the edge (Liang and Kim, 2022; Rivitti et al., 2024).

3.4.1. Distributed security with SmartNICs
Traditional, centralized firewalls inspect traffic at a single choke 

point, often introducing performance bottlenecks and traffic trombon-
ing. In contrast, distributed firewalls push enforcement to the edge, 
closer to the workloads, using SmartNICs. Fig.  5 illustrates this shift 
from centralized to distributed inspection.

Distributed firewalls enable context-aware, workload-level policies 
that improve visibility and eliminate single points of failure. Smart-
NICs act as enforcement points, inspecting traffic inline and executing 
policies with minimal latency. This architecture is particularly suit-
able for virtualized and multi-tenant environments where performance, 
scalability, and isolation are critical (Yang and Chang, 2023).

3.4.2. Network segmentation and micro-segmentation
Network segmentation is a widely used defensive strategy that re-

duces an attacker’s ability to move laterally. While traditional segmen-
tation divides traffic at the subnet level (e.g., via VLANs), it lacks gran-
ularity and offers limited visibility. In contrast, micro-segmentation, 
popularized by VMware (2014), secures workloads at a finer scale by 
applying security policies between internal components, even within 
the same subnet (Wagner et al., 2016). This approach is especially 
effective in cloud environments, where east–west traffic dominates.

SmartNICs enhance micro-segmentation by enabling security func-
tions directly at the workload’s NIC. This supports granular policy 
enforcement, improves scalability, and reduces complexity. Table  3 
summarizes the key differences. Micro-segmentation offers finer control 
and improved security by isolating workloads individually, while tradi-
tional network segmentation operates at the subnet level with limited 
visibility and scalability.
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Table 4
SmartNIC security services and their accelerators.
 Security services SmartNIC security accelerators
 TRNG Hash Regex Sym. Asym. PKA 
 crypto crypto  
 IDS/IPS ✓  
 MACsec ✓ ✓ ✓  
 IPSec ✓ ✓ ✓ ✓ ✓  
 TLS ✓ ✓ ✓ ✓ ✓  
 Storage encryption ✓ ✓ ✓  

3.4.3. Next-generation firewalls
Hardware designers and security companies are collaborating to 

develop a comprehensive security portfolio for offloading to SmartNICs. 
Leading firewall vendors are introducing NGFW services based on 
VM (Cisco Systems, 2024; Juniper Networks, 2024; Fortinet, 2024). 
Moreover, leading vendors such as Palo Alto Networks, VMware, and 
NVIDIA have developed ARM-compatible products, which can now be 
effectively offloaded onto SmartNICs. According to Gartner Research, 
NGFW should have the following features: IDS/IPS, DPI, application 
awareness, and support inline configurations (Gartner, 2009). Nowa-
days, NGFW incorporates more advanced features, including encrypted 
traffic control, authentication, identity-based control, and data leakage 
protection (Neupane et al., 2018). Vendors are moving from VM imple-
mentation to tailored SmartNIC solutions to enhance performance and 
security isolation (Palo Alto Networks, 2024; VMware, 2023).

3.5. Advances in SmartNIC for security

Infrastructure tasks such as networking, storage, and security are 
fundamental to data centers, campuses, and enterprise networks. Due 
to their repetitive and specialized nature, these tasks benefit from 
hardware acceleration to enhance performance and reduce power con-
sumption. While traditionally handled by general-purpose processors 
with specialized instruction sets (Cheng et al., 2023; Tschofenig et al., 
2015), many of these functions can be offloaded to SmartNICs.

In the context of network security, common primitives, such as 
encryption, authentication, and integrity checks, can be accelerated 
using domain-specific hardware. This includes True Random Num-
ber Generators (TRNGs) for cryptographic key generation, hardware-
accelerated ciphers, regex engines, hash functions, and Public Key 
Accelerators (PKAs) for operations like Rivest–Shamir–Adleman (RSA), 
Diffie–Hellman (DH), and Elliptic Curve Cryptography (ECC). These 
primitives support security services across various layers of the network 
stack (see Table  4).

SmartNICs enhance the performance of security services such as 
IDS/IPS, MACsec, IPSec, TLS, and storage encryption by offloading 
cryptographic functions to hardware accelerators. These accelerators 
include regex engines, hash functions, and ciphers for symmetric and 
asymmetric encryption. For example, IDS/IPS systems use regex and 
hashing to detect anomalies, while MACsec, IPSec, and TLS secure data 
at various layers of the network stack. Storage encryption safeguards 
data at rest against breaches.

Beyond standard protocols, researchers are exploring SmartNICs for 
custom security applications. However, identifying which functions to 
offload remains a challenge due to the lack of a unified programming 
model. Emerging solutions propose machine learning-based detection 
of cryptographic functions for automatic offloading (VenkataKeerthy 
et al., 2022).

A limitation of fixed-function accelerators is their rigidity in adapt-
ing to evolving protocols. Modern protocols like TLS 1.3 (Rescorla, 
2018) require flexibility to support various algorithms. FPGA-based 
SmartNICs offer a solution through reconfigurability, enabling updates 
to cryptographic logic (e.g., replacing Salsa20 with ChaCha20) without 
redesigning hardware (Bernstein et al., 2008).
8 
4. Methodology and taxonomy

4.1. Survey methodology

This survey adopts a structured approach that begins with a broad 
literature review and progressively narrows the scope to focus on 
security applications using SmartNICs. The initial search was con-
ducted using academic databases such as IEEE Xplore, ACM Digital 
Library, and Elsevier (ScienceDirect). Keywords included SmartNIC, 
Data Processing Unit (DPU), Infrastructure Processing Unit (IPU), pro-
grammable NIC, and network security. The search was limited to 
peer-reviewed papers from journals and conferences published online 
up to 2024. More than 50 core papers were selected, with the majority 
published within the last three years. The filtering focused on studies 
that offload network security functions and applications to SmartNICs, 
excluding those related to general-purpose or unrelated applications. 
The selected papers are categorized into distinct taxonomy groups 
based on the specific security functions and approaches they address. 
This function-driven taxonomy was derived from analyzing the primary 
objectives and techniques emphasized in the surveyed works. Grouping 
the literature in this way reflects established practices in security re-
search and enables a clearer comparison of how SmartNICs are applied 
across different security domains.

4.2. Taxonomy overview

The taxonomy of SmartNICs security applications is proposed in 
Fig.  6. It categorizes the SmartNIC security applications into three 
main categories: (1) Intrusion Detection and Prevention Systems, (2) 
Volumetric Attacks, and (3) Anonymity and Confidentiality. These 
categories are not entirely orthogonal, meaning a single work may fit 
into multiple categories. For example, an IDS/IPS could detect and 
mitigate a volumetric attack. However, as volumetric attacks evolve 
and new approaches emerge to address them, such works are treated 
separately from others.

Each category provides background information on the discussed 
topic (e.g., DDoS, heavy hitters, etc.), giving the reader a brief intro-
duction. This is followed by a literature review that covers relevant 
SmartNICs and security papers. Additionally, the subsection discusses 
the limitations of these approaches, providing both an intra-comparison 
and a comparison with programmable switches in terms of applica-
tion use cases. Programmable switches are considered precursors to 
programmable NICs, as many design principles and frameworks have 
been inherited from this technology, and some works included in the 
taxonomy can be offloaded to both target devices.

5. Intrusion detection and prevention systems

The first category in the taxonomy presents applications and tech-
niques for developing IDS/IPS using SmartNICs. The goal of IDS/IPS 
is to identify in real-time unauthorized use, misuse, and abuse of 
computer network systems by internal or external network entities 
and apply policies to mitigate it (Mukherjee et al., 1994). This sec-
tion addresses two broad categories for IDS/IPS: signature-based and 
anomaly-based (Brown et al., 2002). The former leverages the pro-
grammability of SmartNICs for rules matching, and the latter includes 
traffic monitoring with machine learning and cooperative analysis for 
detecting network threats.

5.1. Signature-based

5.1.1. Background
Signature-based IDS/IPS match a set of stored rules with network 

traffic patterns. An alarm signal or action is triggered when the ex-
tracted traffic pattern matches an intrusion signature in the database. 
Examples of network signatures include source and destination IP 
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Fig. 6. Security taxonomy of SmartNICs based upon explored research areas.
Fig. 7. Signature-based IDS/IPS using pattern matching over packet-level and flow-
level inspection. In inter-packet matching, packets have to be reordered before matching 
occurs.

addresses, source and destination ports, requested Uniform Resource 
Locators (URLs), and protocol used, among others (Kumar and Sang-
wan, 2012). Well-known network security tools include a form of 
signature-based scheme such as NetSTAT (Vigna and Kemmerer, 1998), 
Snort (Roesch et al., 2011), and Suricata (Suricata, 2021). This software 
can run either in IDS mode (passive) or IPS (active) mode. In passive 
deployment, traffic is copied to the IDS and inspected. In active deploy-
ment, the IPS inspects the real traffic, which can forward or drop the 
packets based on the matching rules (Mukhopadhyay et al., 2011).

DPI is a widely used technique in modern security infrastructure 
that enables SmartNICs to implement signature-based IDS/IPS (Thinh 
et al., 2012; Orosz et al., 2018). The core purpose of DPI is to assemble 
and check application layer content by inspecting the packet’s pay-
load (Arshad et al., 2023). Fig.  7 shows how the matching pattern works 
at the packet-level and flow-level, also named stateless and stateful DPI, 
respectively. Signature-based IDS/IPS could detect malicious traffic by 
searching fixed strings or patterns in the payload. A pattern is defined 
by regular expressions, which are notations that describe a set of strings 
9 
Fig. 8. High-level DPI architecture for IDS/IPS using FPGA-based SmartNICs (Chen 
et al., 2022). The SmartNIC matches sub-rules in a reduced graph. If a match exists, 
packets are forwarded to the CPU to complete the signature matching.

without explicitly enumerating them. Among the classical string match-
ing algorithms, the most popular is the Aho–Corasick (AC) (Aho and 
Corasick, 1975), which can handle multiple patterns and guarantees 
(𝑛) time complexity for an input string of n bytes. This algorithm 
creates a DFA based on the input strings, thus consuming more memory 
as the number of rules increases (Pao et al., 2010).

Due to their reconfigurable architecture, FPGA-based SmartNICs are 
widely used for accelerating Deep Packet Inspection (DPI) in IDS/IPS 
systems. As shown in Fig.  8, packets are received at the SmartNIC and 
passed through a processing pipeline that extracts headers and reassem-
bles flows based on TCP sequence numbers. The reassembled pack-
ets are then checked against DPI rules using hardware-implemented 
state machines for high-speed pattern matching. Matching results are 
forwarded to the host CPU for further inspection or action.

5.1.2. Literature
Leveraging a decision tree model, Jia et al. (2022) propose a high-

performance Access Control List (ACL) engine on an FPGA-based Smart-
NIC. The rules—matching on source/destination IP addresses and ports 
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are compiled into decision trees that are stored in the FPGA’s on-chip 
SRAM. To accommodate deep and unbalanced tree structures, the trees 
are partitioned into subtrees and mapped across distributed memory 
interfaces, maximizing memory bandwidth utilization. A Network-on-
Chip (NoC) interconnect and ring buffer are used to coordinate packet 
scheduling and ensure in-order delivery despite varying tree traversal 
latencies. This design enables the engine to sustain a throughput of up 
to 250 Mpps on rule sets of 100K entries. Building on this design, Xin 
et al. (2024) extend the FACL architecture by introducing HACL, a 
heterogeneous and modular ACL engine that separates decision tree 
traversal from rule matching. This separation enables a more structured 
and scalable pipeline, reducing architectural complexity by eliminating 
the need for recirculating paths and NoC-based scheduling. HACL 
maintains support for diverse decision tree algorithms (e.g., CutSplit, 
HyperCuts) and large rule sets without requiring FPGA reconfiguration. 
It achieves over 260 Mpps throughput on 100K-rule ACLs while reduc-
ing the memory footprint to approximately 2 MB through compact rule 
encoding and efficient engine utilization.

While the work in Jia et al. (2022) and Xin et al. (2024) achieves 
a flexible, high-performance ACL engine, it does not provide DPI func-
tionality of signature matching on headers fields beyond the transport 
layer (i.e., payload). DeepMatch (Hypolite et al., 2020) presents a line 
rate DPI primitive in the data plane using a Netronome NFP-6000 SoC-
based SmartNIC, showcasing the IDS application using Snort rules and 
QoS applications using Redis dataset. It transforms the regex rules and 
compiles them into deterministic finite automata (DFA) based on the 
AC algorithm. In IDS/IPS applications, it is a requirement to support 
TCP re-assembling for out-of-order (OoO) packets. DeepMatch supports 
both stateless intra-packet and stateful inter-packet regex matching 
capabilities. An updated per-flow state table is required for the latter 
since the packets have to be buffered and wait for serialization. The 
implementation details are depicted in Fig.  9. Incoming packets are 
buffered and dispatched to worker threads on the Flow Processor Cores 
(FPCs). When flow-level matching is desired, OoO packets are sent to 
a large external memory until they can be processed. The DeepMatch 
algorithm is natively implemented in Micro-C for the Netronome plat-
form and integrated into the P4 processing pipeline with the help of P4 
externs. The DFA memory maps and code are loaded using a runtime 
environment. DeepMatch can achieve 40 Gigabits per second (Gbps) in 
stateless mode and 20 Gbps in stateful mode.

Alternatively, researchers developed complete frameworks for
signature-based IDS/IPS using FPGA-based SmartNICs. Pigasus (Zhao 
et al., 2020) implements IDS/IPS entirely in an FPGA-based SmartNIC. 
The architecture is mainly composed of a packet buffer, a parser, 
a reassembler module, a multi-string pattern matcher, and a DMA 
engine to move data from the SmartNICs to the CPU (see Fig.  8). 
This system mimics the NIC functionalities, such as primary packet 
processing, flow management, and data exchange with the host. Pigasus 
implements the packet reordering module for stateful pattern matching, 
similar to DeepMatch. It is performed to apply string matching on 
OoO packets. Pigasus leverages hierarchical filters to make its pattern-
matching memory efficient. When a match is encountered, the system 
sends the suspicious traffic to enter full match expression mode in the 
CPU. It uses a memory-dense linked list data structure to track the flows 
and wait for serialization (see Fig.  10). Additionally, the TCP reordering 
module for OoO packets separates in-order, and OoO flows to improve 
performance, thereby avoiding additional latency for already in-order 
packets. Pigasus outperforms Snort running on a CPU, offering a 3x 
improvement in latency and requiring 65x fewer cores to maintain a 
100 Gbps throughput.

Hu et al. (2023) present a real-time malicious traffic detection with 
the same capability of inspecting OoO packets using an FPGA-based 
SmartNIC. Similarly to previous works, the core functions are the TCP 
OoO reassembly and a hierarchical packet match. However, this work 
uses a Non-deterministic Finite Automata (NFA) instead of a DFA to 
compute the packet matching. A key insight shown in this work relates 
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Fig. 9. DeepMatch is implemented on NFP-6000 to enable DPI by translating regex 
rules into DFAs that can be pushed to the data plane. DeepMatch uses internal and 
external memory to store packets that are out of order before it applies string-matching 
rules (Hypolite et al., 2020).

to the power consumption of every module in Fig.  8. The TCP reorder 
module consumes 50% of the total SmartNIC power, indicating that the 
hardware implementation of reordering is costly compared to the other 
modules.

Cheng et al. proposed Fidas (Chen et al., 2022), an FPGA-based 
IDS/IPS system. Following a similar approach to Pigasus, Fidas aims to 
develop an FPGA-based intrusion detection system that fully offloads 
rule pattern matching while introducing a novel traffic flow rate clas-
sification to the SmartNIC. Like Pigasus, Fidas employs a hierarchical 
pattern-matching approach but innovates in rule analysis and decom-
position. The pattern-matching module uses a multi-level filter-based 
method for efficient regex processing. On the other hand, the flow 
rate classification module utilizes a novel dual-stack memory scheme 
to identify hot flows under volumetric attacks, such as DDoS or heavy 
hitters. This helps avoid the overhead of running DPI on flows identified 
as part of a volumetric attack.

In parallel to FPGA-based ACL acceleration, efforts have also been 
made to enhance software IDS performance using SmartNIC-assisted 
offloading. Sheeraz et al. (2024) integrate a Napatech SmartNIC with 
Snort to offload packet classification and filtering, reducing the work-
load on the host CPU. While the full Snort ruleset remains in host 
memory, the SmartNIC handles early-stage packet filtering based on IP, 
port, and protocol fields, effectively minimizing the volume of traffic 
needing deep inspection. This offloading allows the system to sustain 1 
Gbps throughput under realistic traffic conditions, where only a small 
fraction (0.01%) of packets are malicious. The filter rules deployed 
on the SmartNIC are lightweight, enabling line-rate processing with 
minimal host CPU utilization.

5.1.3. Comparison and limitations: signature-based IDS/IPS
Signature-based IDS/IPS systems heavily rely on hardware to match 

a set of rules with the packet header and payload. This process often 
incurs overhead, primarily due to latency caused by memory access and 
scarcity of memory resources. To address this issue, Jia et al. (2022) 
propose two techniques. The first one is to fully utilize fast memory by 
distributing tree allocations across multiple memory interfaces, thus in-
creasing bandwidth and reducing latency. The second one uses a greedy 
optimization algorithm to optimize space consumption by mapping the 
trees into parallel memory spaces.
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Table 5
Comparison of signature-based IDS/IPS using SmartNICs. The reported performance varies depending on several factors, including rule set size.
 Work Novelty Performance Model size Rule set Year  
 Hypolite et al. (2020) Line-rate DPI primitive with P4 40 Gbps intra-packet matching 4 MB Snort, Redis 2020 
 Zhao et al. (2020) Complete IDS/IPS in FPGA-based SmartNIC 100 Gbps with 100K flows and 10K rules 8 MB Snort 2020 
 Chen et al. (2022) Detection of flow rate for DDoS attacks 100 Gbps for 800 bytes packets 5 MB Snort 2022 
 Jia et al. (2022) High-speed ACL using decision tree 250 Mpps with 100K ACL rules and 150 ns latency 8.4 MB 4-tuple ACL 2022 
 Hu et al. (2023) Report per module power consumption 3500 MB/s with 100% malicious traffic 2 MB Suricata 2023 
 Sheeraz et al. (2024) Combining DPDK and hardware acceleration 1 Gbps at 20K rules with low attack injection N/A Snort 2024 
 Xin et al. (2024) Modularized ACL to decision tree 260 Mpps with 100K ACL rules 2.56 MB 5-tuple ACL 2024 
Fig. 10. Linked list memory usage is utilized for packet reordering (Hu et al., 2023). 
Flows with OoO packets are allocated in contiguous memory and referenced using 
pointers to the segment’s starting position.

DeepMatch (Hypolite et al., 2020) is also sensitive to memory 
latency. Although the Netronome architecture features multiple cores, 
multithreading cannot hide the latency overhead of reading bytes of the 
payload allocated in the external memory. Moreover, While up to 1024 
bytes of payload can be buffered in fast memory, packets exceeding 
this size require additional memory access, which increases latency and 
degrades throughput. In contrast, FPGA-based SmartNICs benefit from 
deterministic memory access patterns and faster on-chip Block RAM 
or Ultra RAM, enabling rule lookups in a single cycle. However, this 
performance comes at the cost of very limited memory space, typically 
only a few megabytes, requiring careful model sizing and optimization.

The model size of a signature-based IDS/IPS typically corresponds to 
the memory required to store the DFA derived from a rule set. As Table 
5 shows, this size can vary significantly depending on the number and 
complexity of rules. For instance, DeepMatch (Hypolite et al., 2020) 
employs a memory hierarchy with up to 4 MB of fast on-chip memory 
and 2 GB of external DRAM; however, performance degrades as the 
model size grows and accesses to slower external memory become more 
frequent. FPGA-based solutions like Pigasus (Zhao et al., 2020) and 
Fidas (Chen et al., 2022) keep their memory usage below 10 MB to fit 
within local fast memory, avoiding off-chip access that would impair 
performance. Conversely, hybrid systems that combine software and 
hardware (e.g., DPDK-based solutions) may not report precise model 
sizes, as part of the rule matching still depends on host-side processing.

Hu et al. (2023) evaluate IDS/IPS throughput under varying attack 
loads, showing that performance can range from 750 MB/s to 3500 
MB/s as the share of malicious traffic increases from 20% to 100%. 
These insights underscore the importance of balancing rule complex-
ity, memory constraints, and real-time performance when deploying 
IDS/IPS on SmartNICs. Table  5 presents a comparative overview of 
representative works, summarizing their novelty, throughput, model 
size, and rule configuration.

5.2. Anomaly-based

5.2.1. Background
Generally, signature-based schemes have excellent detection accu-

racy for previously known intrusions. However, new vulnerabilities, 
also known as zero-day attacks, continue to emerge (Ahmad et al., 
2023). These include threats with unseen signatures that have not yet 
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Fig. 11. Boolean-Based In-Band SQL Injection Attack. The attacker sends a crafted 
HTTP request containing a malicious condition (1 OR 1 = 1) that always evaluates 
to true (1). The web server incorporates this input into an malicious SQL query and 
forwards it to the database (2), which processes the query and returns all user records 
(3). The attacker then receives the retrieved data, effectively bypassing authentication 
and gaining unauthorized access.

been cataloged. Anomaly-based IDS/IPS systems offer an alternative 
by analyzing traffic behavior rather than relying on predefined sig-
natures (Jyothsna et al., 2011). In these systems, legitimate system 
behavior is modeled using machine learning, statistical, or knowledge-
based methods. Any significant deviation from the established model 
is flagged as an anomaly, which can then be classified as an intru-
sion (Scarfone et al., 2007). This approach assumes that malicious 
behavior differs measurably from normal user activity.

A concrete example is the detection of SQL injection (SQLi) attacks, 
where anomaly-based systems can identify abnormal database query 
patterns that deviate from expected application behavior. As illustrated 
in Fig.  11, an attacker can craft a malicious input (e.g., 1 OR 1 =
1) embedded within an HTTP request, which results in unauthorized 
access to user records once processed by the backend database. De-
tecting such abnormal request patterns in real-time can help mitigate 
application-layer attacks like SQLi. A widely used anomaly-based IDS is 
Zeek (2020), which can be combined with SmartNIC-based analysis for 
improved visibility. When integrated with host-based defenses, Smart-
NICs enable advanced threat detection by analyzing packet behavior 
and extracting features directly at the hardware level.

5.2.2. Literature
Panda et al. (2021) develop SmartWatch, a cooperative model 

using P4 programmable data plane switches and Netronome SmartNICs 
for stateful flow tracking. The collaborative monitoring scheme uses 
a P4 switch to identify attack indicators at a coarse granularity. It 
is a ‘‘bump-in-the-wire’’ processing approach, wherein the P4 switch 
passively monitors traffic, computes switch queries, and steers traffic to 
the SmartNIC-Host subsystem only when further inspection is required, 
thus avoiding benign flows to suffer from additional latency. The 
SmartNIC role is to accelerate and track the flow state faster than the 
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Fig. 12. High-level architecture of SmartWatch for cooperative monitoring (Panda 
et al., 2021). Multiple SSH connection attempts targeting a host are detected (1). P4 
switch measures if the number of SSH connection attempts has been exceeded (2). Only 
a subset of the traffic is steered to the SmartNIC (3). These flows are tracked in a hash 
table created using a 5-tuple in the SmartNIC (4). Zeek monitors the malicious traffic 
in the SmartNIC and Host (5). The SmartNIC/Host subsystem updates the queries in 
the P4 switch (6).

host. However, it has limited resources compared to the host in terms 
of both memory and processing resources. To address efficient state-
tracking at high packet arrival rates, SmartWatch introduces a novel 
in-memory data structure and flow eviction policy on the SmartNIC. 
It utilizes SmartNIC’s memory to design a FlowCache, comprising a 
hash table and ring buffers, to accommodate up to 25 million flow 
entries. Fig.  12 shows the proposed architecture in an SSH brute-forcing 
scenario. The P4 switch computes login attempts and compares them 
against a threshold. Only the subset of traffic that crosses the threshold 
is steered to the SmartNIC for further inspection in collaboration with 
the host. Logs are registered in the host if an anomaly is detected, and 
queries are updated to the switch to block the attack.

Pacífico et al. (2022) propose an IDS/IPS based on the Extended 
Berkeley Packet Filter (eBPF) combined with the XDP module. This 
approach enables the system to efficiently mitigate various types of 
attacks in real-time, including Structured Query Language (SQL) injec-
tion, malware, DDoS, and Peer-to-Peer traffic. The user provides the 
filters in a Function-as-a-Service model, executed sequentially in the 
hardware (i.e., SmartNIC). The scheduling algorithm follows a FIFO 
approach, with the SmartNIC immediately executing the first loaded 
filter and returning system information about the program’s status 
to the user. Other filters are stored in a queue until the preceding 
filter completes execution. The filters, written in C, may include regex 
operations to detect specific attacks. The system achieves 10 Gbps for 
different filters, and the requests for adding a filter to the scheduler 
are about 500 ms and 900 ms on average, representing a significant 
overhead.

SmartNICs can be leveraged to deploy ML-based approaches to 
detect malicious behavior. Tasdemir et al. (2023) implement a SQL 
injection detector based on classical machine learning algorithms in 
the NVIDIA Bluefield-3 SmartNIC. Typically, specialized models are 
utilized for language detection and analysis, such as Natural Language 
Processing (NLP) (Gowtham and Pramod, 2021). However, SmartNICs 
lack the ML accelerators to run real-time complex models. Instead, sev-
eral classical machine learning models, such as XGBoost and K-nearest 
neighbors, have been tested. Among the classifiers, the Passive Aggres-
sive Classifier (Crammer et al., 2006) achieved the highest accuracy, 
scoring over 98%, outperforming all other models tested.
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Fig. 13. In-network machine learning architecture for anomaly-based IDS/IPS using 
SmartNICs. Depending on the protocol, relevant packet fields, and metadata are 
extracted to add features (1). These features are then classified using supervised 
learning (2). Then, to reduce memory expenditure, the ratio of filtering rules and 
dropping benign traffic is optimized (3). The model is offloaded to the data plane, 
where it transmits or drops the packet according to the classification (4).

Xavier et al. (2021) developed an IDS based on decision trees 
implemented in P4 on Netronome SmartNICs. Using P4 to deploy the 
machine learning algorithm directly into the data plane drastically en-
hances such a system’s performance. To overcome the limitations of the 
P4 language, which has limited computation capabilities, the authors 
translated the decision tree trained to a series of if-else statements 
that can be encoded in the P4 language. Moreover, the authors re-
port a trade-off between per-flow and per-packet classification, stating 
that per-packet classification provides sufficient performance for dis-
tinguishing between benign and attack traffic. However, when higher 
accuracy is needed to identify specific attacks, per-flow classification is 
required. Fig.  13 shows the general architecture of implementing ML 
classifiers for anomaly detection and mitigation using SmartNICs.

Wu et al. (2022) proposed ONLAD-IDS, an on-device sequential 
learning approach with a supervised anomaly detector. Unlike purely 
supervised or unsupervised learning, the semi-supervised approach uses 
both labeled and unlabeled data to train the classifier. Additionally, it 
leverages sequential learning to update the model during runtime. The 
ONLAD-IDS architecture includes packet sniffing, a feature extractor, 
feature selection using Analysis of Variance (ANOVA), and the ONLAD 
model. A key advantage of this model is its continuous adaptive learn-
ing, which facilitates maintaining and updating the inference model at 
runtime.

5.2.3. Comparison and limitations: anomaly-based IDS/IPS
Anomaly-based IDS/IPS systems leverage SmartNICs either for fine-

grained statistics collection (e.g., SmartWatch) or to offload inference 
models for real-time traffic classification. These approaches vary from 
standalone deployments, as seen in ONLAD-IDS (Wu et al., 2022; 
Tasdemir et al., 2023; Xavier et al., 2021), to cooperative architectures, 
like SmartWatch (Panda et al., 2021), which involve programmable 
switches, hosts, and SmartNICs working together to improve perfor-
mance and granularity.

Some works explore serverless IDS architectures, where sequential 
filters run on SmartNICs across multiple tenants (Pacífico et al., 2022). 
However, this model introduces queuing and communication delays, 
especially under high traffic or attack conditions, such as volumetric 
DoS, where delayed execution can affect mitigation effectiveness. De-
spite these challenges, it provides a viable approach for multi-tenant 
SmartNIC usage while preserving data isolation.
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Table 6
Comparison of anomaly-based IDS/IPS using SmartNICs.
 Work Technique Attack vector Performance Year  
 Brute force Scan DoS SQLi Malware  
 Panda et al. (2021) Traffic analysis ✓ ✓ 43 Mpps with 64-byte packet 2021 
 Xavier et al. (2021) Decision tree ✓ ✓ ✓ Above 95% and 100 ns delay 2021 
 Wu et al. (2022) Semisupervised ML ✓ ✓ ✓ 90% detection rate and 1500 pkts/ms 2022 
 Pacífico et al. (2022) Custom filters ✓ ✓ ✓ 10 Gbps with 64-byte packet 2022 
 Tasdemir et al. (2023) Classical ML ✓ 95% detection rate and 0.0003 ms delay 2023 
Two main design patterns emerge across the reviewed systems. 
First, SoC-based SmartNICs like BlueField support familiar environ-
ments (e.g., Python), enabling direct deployment of classical ML mod-
els (Tasdemir et al., 2023). Second, data-plane-centric solutions run 
simplified or compiled models (e.g., decision trees) directly in the 
SmartNIC pipeline, offering lower latency and higher throughput
(Xavier et al., 2021). Feature selection techniques, such as ANOVA-
based ranking, are commonly applied to reduce dimensionality and 
model complexity, ensuring real-time classification. While many clas-
sical ML systems rely on static pre-trained models, ONLAD-IDS (Wu 
et al., 2022) introduces a key innovation by supporting sequential 
learning and online model updates directly on the SmartNIC. This 
enables the IDS to adapt dynamically to concept drift and emerging 
threats with minimal computational overhead, eliminating the need for 
full retraining or host involvement.

These systems target a broad spectrum of threats, including brute-
force login attempts, DoS/DDoS floods, malware activity, and SQL 
injection. Table  6 summarizes representative anomaly-based IDS/IPS 
works, highlighting the techniques used, attack coverage, and key 
performance metrics.

5.3. Comparison with programmable switches: IDS/IPS

IDS/IPS leverage various techniques to achieve their goals, with 
two primary approaches being DPI and ML. Both techniques can be 
implemented on SmartNICs and programmable switches for intrusion 
detection and mitigation. Despite these similarities, there is a clear 
distinction between the use cases of programmable switches and Smart-
NICs.

ML detection schemes have been deployed to detect malware in 
programmable switches (Lee et al., 2024; Kapourchali et al., 2024). 
These works follow a similar approach, where incoming packets are 
parsed and hashed to create a flow. The payload of the packets corre-
sponding to a flow is then sent to the control plane, where the switch 
CPU runs the ML model to classify the packets as either malicious 
or benign. After successful malware detection, the flow is blacklisted. 
Other works propose complete packet classification within the data 
plane, eliminating the need for the control plane to execute the ML 
algorithm, thus reducing the latency. In these cases, the control plane is 
primarily responsible for populating table entries and defining classifier 
logic, which is typically limited to decision tree algorithms (Poddar and 
Babu, 2022).

Moreover, instead of classifying packets using ML, DPI can be 
performed directly on programmable switches to detect malware. Due 
to inherent hardware constraints, the programmable switches are gen-
erally limited to inspecting packet headers. To address this, researchers 
and developers often rely on techniques such as packet recirculation, 
replication, and cloning to iteratively inspect traffic, achieving the re-
quired level of security. However, this comes at the cost of performance 
degradation (Gupta et al., 2023a). The computational and memory de-
mands required for DPI are not well-suited for programmable switches. 
Consequently, these switches have primarily been used for security 
applications like parsing Domain Name System (DNS) headers, per-
forming HTTP inspections, or building stateful firewalls by analyzing 
URLs (AlSabeh et al., 2022a; Gupta et al., 2023b). More complex rule 
sets, such as those found in Snort, present significant challenges and 
are not extensively used.
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In contrast, SmartNICs support DPI applications relevant to
signature-based IDS/IPS, which inspect packet payloads to match pre-
existing signatures rather than focusing solely on packet headers. This 
enables SmartNICs to provide security beyond what programmable 
switches can offer, extending protection to the application layer and 
accommodating a wider range of variable packet headers and protocols. 
SmartNICs are particularly well-suited for DPI because they integrate 
accelerators that address the limitations of resource scarcity found in 
programmable switches.

Additionally, SmartNICs offer a broader range of ML algorithms for 
malware detection, as they have more memory and cores available. 
SoC-based SmartNICs, which run lightweight operating systems and can 
leverage Python for programming, provide ease of development and 
open up numerous possibilities for innovation. This flexibility allows 
researchers to defend against various attacks, including SQLi, which 
typically requires NLP schemes (Tasdemir et al., 2023).

5.4. IDS/IPS: summary and lessons learned

SmartNICs notably enhance the performance of network intrusion 
detection systems. FPGA-based SmartNICs are well suited for signature-
based detection, and SoC-based SmartNICs offer more flexibility for 
machine learning anomaly-based detection. The key takeaways are:

• Offloading DPI to FPGA-based SmartNIC boosts the performance and 
reduces the CPU cycles to perform packet reordering and string 
matching. More importantly, this solution offers more scalability than 
increasing the number of CPU cores to keep up with the high-speed 
network environment.

• The performance of intrusion detection systems can be enhanced by 
collaborative inspection using programmable switches, SmartNICs, 
and the host. The hierarchical inspection reduces the CPU usage, only 
receiving the suspicious traffic that the SmartNICs cannot process (it 
represents around 5% in a representative dataset Stratosphere Lab, 
2016).

• SmartNICs can run machine learning models leveraging anomaly-
based IDS/IPS. However, the limited computational power of the 
ARM cores leads to suboptimal performance and necessitates that the 
programmer devise novel quantization and optimization technique. 
Current state-of-the-art widespeard SmartNICs lack ML accelerators 
and ML models generally run better on GPUs rather than CPUs.

• DPI over encrypted flows is ineffective due to the confidentiality of 
the data. One alternative is to bypass these flows or perform traffic 
analysis using anomaly-based methods (i.e., traffic analysis). Another 
approach is to trust the SmartNIC to decrypt all incoming traffic 
before the inspection.

6. Volumetric attacks

The second category in the taxonomy presents applications and 
techniques that leverage SmartNICs to defend the network against 
volumetric attacks. Emerging commodity SmartNICs can facilitate the 
detection and mitigation of these attacks while maintaining high accu-
racy and throughput. The advantageous position at the network edge 
and the multiple core architectures allow them to process packets at 
line rate. Furthermore, the high-bandwidth communication channel 
between the SmartNIC and the CPU permits offloading the rule filtering 
operations. This section categorizes volumetric attacks into heavy hitter 
attacks and DDoS attacks.
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Fig. 14. Architecture for Heavy Hitter mitigation using SmartNIC and x86 server (Song 
et al., 2022).

6.1. Heavy hitter

6.1.1. Background
Heavy hitters (HHs) are flows that contribute significantly to the 

overall traffic on a link (Sivaraman et al., 2017). They require special 
attention, as they can disrupt the service of other flows or signal 
malicious activities, such as Denial of Service (DoS) attacks. Despite 
their impact, these large traffic volumes represent less than 10% of 
all flows in a data center network (Benson et al., 2010). However, 
east–west traffic is increasing with the emergence of new applications 
such as Generative AI and the Internet of Things (IoT), making it more 
challenging to detect these threats (Hsieh et al., 2024). Distinguishing 
between heavy hitters and mice flows (i.e., the number of packets in a 
flow below a defined threshold) quickly is essential for DoS detection, 
flow-size routing, and QoS. In the ever-growing multi-tenant cloud, 
resource sharing exacerbates this scenario, where CPU overload may 
lead to packet loss and higher latency, directly affecting all users’ QoS. 
SmartNICs can detect HH by analyzing network traffic and mitigate 
the issue by rate-limiting or blacklisting heavy flows. This section 
introduces heavy hitter detection in the data plane using SmartNICs. 
Existing works leverage P4 with programmable hardware, which can 
also be implemented in SmartNICs.

6.1.2. Literature
Standard HH detection algorithms violate programmable hardware 

constraints, as they require too many memory accesses per packet 
and are not well-suited for pipelined architectures. To address this 
issue, Turkovic et al. (2020) propose Sequential Zeroing, which fully 
leverages line-speed packet processing on programmable hardware 
by utilizing data plane programmability to detect heavy hitters. It 
emulates a sliding window for heavy hitter detection in high-speed data 
streams, minimizing both false positive and false negative rates. The 
sliding window is implemented through multiple consecutive sketches, 
with only the last sketch updated when a new packet arrives. Each 
sketch is divided into multiple stages, with the number of coun-
ters decreasing at each stage. Unlike other schemes that estimate 
packet counts for entire flows, Sequential Zeroing filters out lower-
frequency flows in the earlier stages, allowing only higher-frequency 
flows (i.e., potential heavy hitters) to advance to the next stage. This 
layered structure reduces the memory required in the final stages, low-
ering the chance of collisions and optimizing memory usage. The multi-
stage model aligns with the operational principles of programmable 
hardware, enabling efficient use of its limited resources. Sequential 
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Fig. 15. Multi-level caching mechanism for HH using FlowCache design. The Flow-
Cache data structure is allocated in a contiguous region of memory at compile time in 
DRAM memory.
Source: Reproduced from Panda et al. (2021).

zeroing outperforms other state-of-the-art algorithm such as Count-
min (Cormode and Muthukrishnan, 2005), HashPipe (Sivaraman et al., 
2017) and PRECISION (Ben-Basat et al., 2018).

MIMIC (Song et al., 2022) proposed a new per-flow backpressure 
protocol and a heavy-hitter detection system to rate-limit selected 
heavy hitters and protect other tenants in x86-based server. The de-
tection system uses a hierarchical memory design, leveraging both 
on-chip SRAM and off-chip DRAM to manage high concurrency without 
losing flow information. A pre-filtering procedure is added for rapid 
detection leveraging FPGA acceleration. The CPU queries the FPGA on 
demand to prevent CPU overload from frequent heavy-hitter reporting 
by the FPGA. The backpressure protocol is non-invasive, maintain-
ing tenant privacy and allowing controllable rate-limiting through the 
novel use of meter tables. The SmartNIC serves as a mediator to 
facilitate heavy-hitter detection and per-flow backpressuring. Fig.  14 
shows the architecture for HH mitigation in the cloud. CPU overloading 
at x86 server will trigger MIMIC on SmartNIC. SmartNIC CPU gets a 
set of heavy hitters from pre-filtering in the FPGA to be used by the 
backpressure protocol to determine the appropriate heavy hitters for 
rate-limiting.

Zhou et al. propose P4RSS (Zou et al., 2023), where the SmartNIC is 
positioned upstream of the CPU to perform stateful traffic load balanc-
ing and queuing flows based on real-time CPU utilization. Off-the-shelf 
x86 servers, commonly used as middleboxes in edge and public clouds, 
often employ Receive Side Scaling (RSS) to distribute packet flows 
across multiple CPU cores. However, RSS can lead to inter-core load 
imbalance by conducting stateless hashing without considering CPU 
core utilization, potentially overloading a single core with multiple 
heavy-hitter flows. By placing a P4-compatible device in front of the 
CPU, P4RSS performs stateful traffic load balancing based on real-time 
core utilization monitoring. It also offloads flow affinity maintenance 
and heavy hitter throttling to the P4-compatible device, freeing up 
CPU resources. P4RSS can be implemented as hyper-converged server 
switches or P4-based SmartNICs. Evaluation results show that P4RSS 
reduces the standard deviation of CPU core utilization by 22%–53% 
compared to RSS, enhancing middlebox stability and enabling higher 
CPU utilization without overprovisioning. The evaluation in a Smart-
NIC demonstrates that P4RSS outperforms RSS in preventing overload 
and optimizing server utilization.

SmartWatch (Panda et al., 2021) performs fine-grained traffic mea-
surement leveraging their novel FlowCache. It utilizes both host and 
SmartNIC to track the flows in a lossless manner. This data structure 
consists of a hash table and ring buffers (see Fig.  15). Ingress packets 
update the hash table using the corresponding 5-tuple hash. The ring 
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Table 7
Comparison between HH works using SmartNICs.
 Work SmartNIC architecture Data structure Mitigation  
 Panda et al. (2021) SoC-based Custom (FlowCache) Dropping  
 Song et al. (2022) FPGA-based Hash table Rate limiting 
 Turkovic et al. (2020) SoC-based Custom (Modulo Sketching) N/A  
 Zou et al. (2023) SoC-based Hash table Rate limiting 
buffers accommodate evictions from the hash table, up to 64 K entries. 
Using this scheme, SmartWatch supports heavy hitter and heavy change 
detection in a window of 5 s. The HH detection is triggered when 
a predefined threshold is exceeded, set at 0.001 percent of the total 
packets received during the monitoring interval, which can range from 
2 million to 64 million packets.

6.1.3. Comparison and limitations: heavy hitter
Table  7 compares representative approaches to heavy-hitter de-

tection and mitigation using programmable hardware, particularly 
SmartNICs. SmartWatch (Panda et al., 2021) introduces FlowCache, 
which, while scalable, is limited to tracking up to 25 million flows 
without packet loss. Sequential Zeroing (Turkovic et al., 2020) offers 
a memory-efficient approach to heavy-hitter detection by leveraging 
modulo sketching and periodic counter resets, but it comes with several 
limitations. Its fixed sliding window size requires careful tuning and 
may not adapt well to dynamic or bursty traffic patterns, potentially 
leading to missed detections. The method is designed purely for de-
tection and does not incorporate any built-in mitigation mechanisms 
like rate limiting. Additionally, its accuracy can degrade in multi-tenant 
environments due to hash collisions and counter reuse, and it is sensi-
tive to the quality of the hash function used. These constraints make 
Sequential Zeroing less suitable for environments requiring adaptive, 
real-time traffic management.

P4RSS (Zou et al., 2023) and MIMIC (Song et al., 2022) represent 
two SmartNIC-based approaches for mitigating heavy traffic in multi-
tenant environments, but both exhibit design trade-offs. P4RSS intro-
duces load-aware intra-server flow scheduling by dynamically steering 
packets to the least-loaded CPU cores while preserving flow affin-
ity. However, it assumes homogeneous core performance and lacks 
support for dynamic flow migration, which may reduce adaptability 
under sudden load spikes. Its reliance on accurate CPU load feedback 
and the added overhead from ECN-based feedback and token-bucket 
enforcement also introduce complexity. Similarly, MIMIC focuses on 
protecting CPU resources by implementing SmartNIC-aided flow back-
pressure. It uses meter tables to detect and rate-limit heavy flows, 
enforcing fairness across tenants. While MIMIC offers fine-grained rate 
control and integrates well with ECN for congestion feedback, it also 
inherits limitations such as hardware-dependent tuning and potential 
queuing delays at the SmartNIC. Both systems require coordination 
with host-side software or control planes, which may affect real-time 
responsiveness and scalability across heterogeneous deployments.

6.2. DDoS

6.2.1. Background
DDoS attacks are a prevalent cybersecurity threat that aims to 

disrupt online services by overwhelming target systems with mali-
cious traffic from different sources. Generally, these sources are le-
gitimate devices connected to the Internet but are under the control 
of an attacker (i.e., botnets). These attacks are motivated by financial 
gain, hacktivism, and competitive advantage, resulting in a monetary 
loss that exceeds 22$ million per year in the US and continues to 
grow (Federal Bureau of Investigation, 2023).

Various types of DDoS attacks target both the network and ap-
plication layers, and they can be broadly categorized into flooding 
attacks and protocol/logic attacks (Srivastava et al., 2011). Flooding 
attacks generate a vast number of packets and send them to the victim, 
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Fig. 16. Common DDoS attack types. (1) Amplification: the attacker sends DNS 
requests with the victim’s spoofed IP address, causing DNS servers to flood the victim 
with replies. (2) Volumetric: the attacker commands a botnet to generate high-rate 
traffic that overwhelms the victim’s resources.

overwhelming the system and preventing it from processing legitimate 
user requests. Examples of flooding attacks include SYN, UDP, and 
ICMP floods. In contrast, protocol-based attacks are more sophisticated 
and require less traffic. These attacks exploit vulnerabilities in the 
protocol stack to disrupt the network. For instance, application-layer 
DDoS attacks like HTTP floods establish HTTP sessions with the server, 
occupying available connections and overwhelming it with illegitimate 
requests (Haseeb-Ur-Rehman et al., 2023).

One particularly dangerous variant is the amplification DDoS attack. 
In this attack, the adversary spoofs the victim’s IP address and sends 
small requests to third-party servers (e.g., DNS or NTP), which reply 
with much larger responses directed at the victim. This amplification 
effect can generate traffic volumes many times greater than the original 
request. Another common form is the botnet-based volumetric attack, 
where a network of compromised devices is remotely coordinated by 
the attacker via a command-and-control (C2) channel. Through C2 
traffic, the attacker issues commands to launch a synchronized flood 
toward the target. As illustrated in Fig.  16, (1) shows amplification 
using spoofed requests, while (2) depicts a botnet flooding the victim 
directly.

6.2.2. Literature
Miano et al. (2019) propose offloading part of the DDoS attack de-

tection algorithm to SmartNICs. This is accomplished by implementing 
a technique that tracks the top K malicious talkers and deploys filtering 
rules using eBPF/XDP on a Netronome SmartNIC. Their work demon-
strates that DDoS mitigation relying on flow-based filtering schemes is 
less effective than signature-based approaches, where filtering rules are 
defined by combining data packet fields across multiple protocol layers.

Hinic et al. (2024) implemented a wire-speed DDoS mitigation 
system using the BlueField-2 SmartNIC. It leverages the embedded 
switch and DOCA Flow APIs to offload detection and mitigation of TCP 
SYN flood attacks directly onto the SmartNIC hardware. DOCA Flow 
provides a set of libraries that enable accelerated hardware use, allow-
ing efficient packet processing and filtering. Using pipeline counters, 
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Fig. 17. High-level architecture of WindFlow tailored to SYN flood and port scanning 
defenses.
Source: Reproduced from Miano et al. (2024).

the system detects SYN floods by monitoring per-flow statistics and 
identifying abnormal SYN-to-TCP ratios. Once an attack is detected, 
mitigation is enforced directly in hardware by dynamically updat-
ing filtering rules, ensuring minimal latency and CPU overhead. This 
approach enables efficient traffic classification and mitigation while 
maintaining high throughput up to 100 Gbps.

Dimolianis et al. (2021) propose a source IP-agnostic DDoS traf-
fic classification and filtering schema that identifies malicious packet 
signatures via supervised ML methods and generates signature-based 
filtering rules. The mechanism continuously monitors the network and 
extracts relevant packet header features to create signatures using 
eBPF/XDP. The signatures collected are classified and reduced using 
ML and Pareto multi-objective optimization. Specifically, the system 
is tested using Random Forest and Multilayer Perceptrons algorithm. 
Reducing the number of malicious signatures drastically improves the 
throughput and lookup time in the mitigation module. The proof of 
concept was evaluated in a DNS volumetric attack scenario and com-
pared against an IP-based mechanism, where the IP filtering performs 
better with low-rate DDoS but has scalability issues when the number 
of IP addresses increases.

Miano et al. (2024) employ WindFlow (stream processing library) 
on SmartNICs for network telemetry and analytics using eBPF. The 
implementation of the streaming algorithm in SmartNICs is depicted 
in Fig.  17. The restrictions imposed on the SmartNIC hardware capa-
bilities necessitate that the authors split their design into two portions: 
(1) tasks involving repetition and intensive computations are offloaded 
to the SmartNIC, and (2) tasks running in the userspace that receive 
packets and additional metadata from the SmartNIC to perform the 
remaining of the processing. First, the SmartNIC captures packets from 
one or more network interfaces, parses them to extract the relevant 
fields (e.g., protocol, source and destination IPs and ports, etc.), and 
generates tuples. The tuples are later filtered based on user-defined 
rules (e.g., only TCP packets with SYN or SYN-ACK flags for SYN 
flood detection). Later, a map is used to compute the Flow Identifier 
(FlowID). In the userspace, the security application is implemented. For 
instance, in the context of SYN flood detection, the algorithm would 
count the number of incomplete TCP handshakes every few seconds. 
The authors showcase the effectiveness of their system on two security 
applications, namely detecting SYN flooding and port scanning.

Some works use FPGA-based SmartNICs to detect and mitigate DDoS 
attacks. Patetta et al. (2024) propose an anomaly-detection approach 
that leverages port-based features to detect botnet spreading. A change 
detection algorithm is tuned to report anomalies by analyzing long-
term port usage. This work utilizes HyperLogLog to estimate cardinality 
based on hash functions and Welford’s algorithm to estimate the mean 
and variance with a reduced memory footprint. Fig.  18 shows the P4 
match-action pipeline implementations with their corresponding mod-
ules. The SmartNIC acts as a programmable data plane and network 
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Fig. 18. DDoS mitigation framework proposed in Patetta et al. (2024).

probe, managed by a controller to retrieve the metrics. The implemen-
tation copes with hardware constraints (e.g., division approximation) 
to overcome resource limitations.

Similarly, Salopek and Mikuc (2023) investigated a hybrid approach 
combining high-speed software filtering and FPGA-based SmartNICs. 
The role of the SmartNIC is to generate metadata while processing 
the packets for further usage in the Restricted Feature-set Packet Filter 
(RFPF), which is a software filter, and to perform a pre-filtering using 
an LPM algorithm that can be decomposed in stages. The filter rule 
balancing hardware and software uses a heuristic that considers the 
system’s status. The SmartNIC passes the results of the prefiltering 
to the software that performs the packet drop or forwards it to the 
network. The improvement of using SmartNIC in the systems yields 
20% fewer CPU cycles in random traffic and almost 30% in specific 
traffic.

Instead of standalone defenses at the end host, DDoS detection and 
mitigation for collaborative networks (e.g., Autonomous Systems) are 
proposed. The Federated Learning (FL) approach trains learning models 
collaboratively with distributed profiles of cyber threats. These profiles 
are not shared between nodes in the network, thus maintaining data 
privacy. The Federate Average (FedAvg) is the popular method for 
parameter aggregation. The aggregation tasks are offloaded to a Smart-
NIC, leveraging the multi-thread processors for multiple aggregations at 
a time.

Dimolianis et al. (2022) propose a Federated Learning schema for 
collaborative privacy-aware DDoS detection, addressing limitations in 
current multi-domain cyber security efforts. A third trusted party co-
ordinates by aggregating machine learning models from collaborators 
based on private attacks and benign traces without exchanging sensitive 
data. Detected attacks are mitigated by efficient and scalable fire-
walls implemented within the eBPF/XDP data plane programmability 
framework. Unlike related efforts where collaborators exchange coarse-
grained data or predefined static rules and focus solely on attack data, 
the proposed FL scheme enables DDoS detection using both benign and 
attack data without exposing private information. It creates machine 
learning models based on Multilayer perceptrons (MLP) with gener-
alization capabilities to identify previously unseen benign and attack 
packets, leveraging an anomaly detection scheme.

6.2.3. Comparison and limitations: DDoS defenses
Table  8 compares SmartNIC-based DDoS mitigation systems in terms 

of their attack vector, detection scheme, filtering method, SmartNIC 
architecture, and limitations. Across the literature, three main axes 
of differentiation emerge: deployment scope (standalone vs. collabo-
rative), detection strategy (entropy-based, anomaly-based, or ML clas-
sification), and filtering implementation (e.g., P4, eBPF/XDP, DOCA 
Flow).
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Table 8
DDoS defenses comparison.
 Paper Attack vector Detection scheme Filtering Rules based on SmartNIC 

architecture
Limitations  

 Miano et al. (2019) Volumetric Entropy XDP IP SRC/DST SoC-based Requires a load balancer between 
SmartNIC and host for optimal 
performance.

 

 Dimolianis et al. (2021) Amplification Signature XDP DNS packets field SoC-based Methodology tailored to 
Amplification DDoS only.

 

 Salopek and Mikuc (2023) Volumetric N/A RFPF Protocol, IP SRC/DST, Port FPGA-based Utilize CPU cores for filtering in 
software.

 

 Dimolianis et al. (2020) Volumetric Symmetry analysis P4 5-tuple SoC-based Heavily depends on accurate 
packet metrics.

 

 Patetta et al. (2024) SYN Flood Anomaly P4 Ports, IP SRC/DST FPGA-based Cannot listen to multiple ports for 
detection.

 

 Lai et al. (2020) Volumetric Entropy N/A Protocol, IP SRC/DST, Port FPGA-based Relies on the controller for 
detection using LSTM-RNN.

 

 Hinic et al. (2024) SYN Flood Anomaly DOCA Flow Protocol, IP SRC/DST SoC-based Rigid match rules (IP spoofing 
vulnerable).

 

Standalone SmartNIC-based defenses, such as those by Miano et al. 
(2019), Hinic et al. (2024), and Salopek and Mikuc (2023), com-
monly aim for high-throughput detection and mitigation, but they 
face notable limitations. Approaches relying on static rule matching, 
such as those using DOCA Flow or FPGA-based filters, are often rigid 
and susceptible to evasion techniques like IP spoofing. Systems that 
offload pre-filtering to the SmartNIC frequently require coordination 
with host-side software for final decision-making, introducing latency 
and potential bottlenecks. Additionally, rule-space limitations in frame-
works like eBPF/XDP or P4 restrict scalability when handling large 
blacklists or complex match conditions.

In contrast to standalone SmartNIC-based defenses, collaborative 
frameworks such as those by Dimolianis et al. (2022) and Patetta 
et al. (2024) distribute detection and mitigation responsibilities across 
network domains. Dimolianis et al. (2022) employ federated learning 
for privacy-preserving DDoS detection across autonomous systems but 
face limitations such as reliance on a trusted aggregator and the per-
formance constraints of eBPF/XDP, including limited rule space and 
inflexible update mechanisms. Patetta et al. (2024) focus on detect-
ing botnet activity by aggregating long-term port-level features from 
distributed SmartNICs, yet their approach depends on periodic syn-
chronization and centralized analysis, which can delay response under 
high-speed attack conditions. These collaborative strategies highlight 
the trade-offs between distributed visibility and coordination over-
head. From an architectural standpoint, filtering mechanisms based 
on eBPF/XDP and P4 are programmable but constrained by memory 
map limitations, which challenge the scalability of blacklist-based de-
fenses. Mitigation techniques such as top-K flow offloading (Miano 
et al., 2019) and IP-agnostic signature matching (Dimolianis et al., 
2021) help address these issues, while FPGA-based SmartNICs offer 
low-latency lookups but often lack advanced protocol handling and 
visibility features like port mirroring.

Overall, SmartNIC-based DDoS defenses are evolving from fixed-
rule filtering toward adaptive, context-aware systems. However, achiev-
ing scalable, low-latency mitigation still requires balancing between 
SmartNIC resource constraints, detection accuracy, and cross-domain 
coordination.

6.3. Comparison with programmable switches: volumetric defenses

Detecting and mitigating volumetric attacks in the data plane pro-
vides several orders of magnitude higher throughput and reduced 
latency than traditional methods, making programmable data plane de-
vices ideal candidates for defending against such attacks. However, the 
roles of programmable switches and SmartNICs are distinct regarding 
traffic visibility and the resources available to run these applications.
17 
Programmable switches are optimized for line-rate packet forward-
ing, limiting the complexity of per-packet operations. While P4-based 
defenses have been proposed to detect DDoS and heavy-hitter flows 
(AlSabeh et al., 2022b), these typically rely on memory-efficient
sketches that reduce tracking granularity. The limited on-chip memory 
must be shared with forwarding functions, which can restrict defense 
accuracy or scalability. In practice, this necessitates spreading detection 
logic across multiple switches or pipeline stages (Bruschi et al., 2020).

In contrast, SmartNICs are deployed at the network edge and offer 
greater flexibility for volumetric attack mitigation. Their programma-
bility, access to DRAM, and ability to run stateful filtering make them 
well-suited for detecting and mitigating high-volume attacks before 
they impact core systems. SmartNICs support low-latency inline filter-
ing via frameworks like DOCA Flow and eBPF/XDP (Hinic et al., 2024; 
Miano et al., 2019), enable distributed defenses through federated 
learning (Dimolianis et al., 2022), and overcome the flow-tracking limi-
tations of switches by leveraging greater memory capacity (Dimolianis 
et al., 2021). These architectural advantages position SmartNICs as a 
complementary and often more versatile alternative to switches in de-
fending against large-scale DDoS attacks, capable of filtering malicious 
traffic before it reaches the core network, since SmartNICs are deployed 
closer to the traffic origination point (e.g., end devices or edge servers).

6.4. Volumetric attacks: summary and lessons learned

SmartNICs significantly enhance the detection and mitigation of 
heavy hitters and DDoS attacks. SmartNIC flexibility allows the de-
ployment of different catching data structures that permit the count 
of flows effectively, tracking the amount of data traversing the network 
without compromising performance. Moreover, the strategic position of 
SmartNIC in the network edge allows for rate limiting and mitigating 
DDoS attacks by high-speed filtering before the DDoS propagates in the 
network. The key takeaways are:

• SmartNICs flexibility allows the deployment of innovative data struc-
tures in the data plane for summarizing and characterizing large 
volumes of data. Examples of these are Sequential Zeroing (Turkovic 
et al., 2020), SmartWatch (Panda et al., 2021), and MIMIC (Song 
et al., 2022).

• SmartNICs allow rate-limiting heavy hitters, preventing packet loss 
due to CPU overload. Also, it can distribute flows that are aware of 
the CPU workload context, optimizing CPU usage.

• SmartNICs, with their high-rate packet processing capabilities, effec-
tively mitigate DDoS attacks by filtering out malicious traffic.

• SmartNICs support the detection of DDoS via standalone or collabora-
tive schemes (e.g., federated learning). The latter helps to reduce the 
burden on the network by distributing mitigation across the network.
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Fig. 19. Attacks on federated learning during model aggregation. A central server 
aggregates updates (𝛥𝑊1, 𝛥𝑊2, . . . , 𝛥𝑊𝑛) from distributed nodes. Malicious nodes may 
perform eavesdropping or differential attacks to infer private data from shared model 
updates.

7. Anonymity and confidentiality

The third category in the taxonomy focuses on the applications 
that leverage SmartNICs to ensure communications privacy. The first 
subsection describes the anonymization techniques and privacy pro-
tection frameworks running on SmartNICs. The second subsection de-
scribes cryptographic suites and enhanced security protocols using 
authentication schemes with SmartNICs.

7.1. Privacy and anonymity

7.1.1. Background
Modern communication relies on the Internet to exchange data 

across the globe. Consequently, user activity is often monitored to ex-
tract personal information for security or commercial purposes. Privacy 
protection and anonymization at the network layer aim to prevent data 
leakage by obfuscating user identities as packets traverse the network. 
This is commonly achieved by modifying or encrypting packet headers 
to make it infeasible for adversaries to associate packets with specific 
users, even when payloads remain unencrypted.

Technologies like Blockchain and FL are gaining traction for
privacy-preserving applications. Blockchain is widely used in cryp-
tocurrencies (Nakamoto et al., 2008) and has expanded into sectors 
such as healthcare and transportation (Sunny et al., 2022). In these 
domains, SmartNICs can enhance both security and performance by 
offloading cryptographic operations such as encryption, hashing, and 
consensus protocols from the host CPU.

Similarly, in FL, SmartNICs can accelerate secure aggregation and 
communication processes by handling model update encryption, local 
inference, or gradient processing. This offloading reduces latency and 
helps preserve privacy in distributed learning environments. However, 
even in FL settings, privacy risks remain. As illustrated in  Fig.  19, at-
tackers may conduct eavesdropping or differential attacks during model 
aggregation, attempting to infer sensitive data from the transmitted or 
injected model updates (𝛥𝑊1, 𝛥𝑊2, . . . , 𝛥𝑊𝑛). Emerging cryptographic 
techniques, such as homomorphic encryption and secure multiparty 
computation, offer promising solutions, enabling computation on en-
crypted data and minimizing the risk of information leakage even 
within the SmartNIC.
18 
Fig. 20. Secure aggregation scheme using SmartNIC (Zang et al., 2022).

7.1.2. Literature
Micovic et al. proposed LISPP (Mićović et al., 2023), a system which 

leverage Format Preserving Encryption (FPE) for privacy protection 
on the network layer. FPE enables the encryption of bits of arbitrary 
lengths while maintaining the same alphabet, making it suitable for en-
crypting packet header fields without affecting their size. The algorithm 
used in this work is the FF3-1 specification (Dworkin, 2019), running 
on a Netronome SmartNIC. SmartNICs are used on the server side to 
obfuscate packet headers, such as IP and port source/destination, thus 
providing a tunneling effect for packets while traversing the external 
network. The authors implement it in three stages: purely in P4, mixed 
P4 and Micro C, and purely C, with the latter achieving line-rate 
performance.

Similarly, Sacco et al. (2023) propose P4FL, a federated learning 
system for P4-compatible SmartNICs. The solution utilizes the Multi-
protocol Label Switching (MPLS) packet field to define and transmit 
model parameters and gradients. However, due to the limitations of P4 
in performing division and floating-point arithmetic, certain operations 
are offloaded to the CPU rather than handled within the P4 pipeline. 
While this work effectively implements a federated learning system, 
the gradients, and parameters are transmitted in clear text over the 
network, making it vulnerable to differential attacks (infer node in-
formation by injecting predefined gradients and analyzing the output 
model)

Therefore, Zang et al. (2022) propose a secure aggregation scheme 
for FL using FPGA-based SmartNICs. Fig.  20 shows high-level compo-
nents of the design both on the user and server side. On the user side, a 
global network model and initial parameters are downloaded from the 
server. Then, the gradients are calculated and encrypted to send over 
the network to the server. On the server, multiple encrypted gradients 
are received from n users. SmartNICs decrypt the local gradients and 
aggregate them to obtain the global gradient. Additionally, Gaussian 
noise is added to preserve the privacy of the local gradients. After 
encrypting the global gradient, the users receive and update the model 
for further training.

Similarly, Pan et al. (2024) propose Flagger, an FL aggregation 
system that leverages Homomorphic Encryption (HE) to preserve the 
privacy of the data on the SmartNIC. In this approach, the SmartNIC 
operates over an encrypted ciphertext to aggregate without decrypting 
the gradients. The encryption leverages an additive property of the HE 
to operate over it without decrypting the gradients, thus improving 
data privacy even from the SmartNIC execution environment. Flag-
ger reduces aggregation time by 400% compared with CPU-centric 
aggregator architecture using the same cryptographic algorithm.

In IoT scenarios, authentication and anonymity are essential to 
protect device-to-device (D2D) communications. Bakar et al. (2024) 
propose DPUAUT, a SmartNIC-based D2D authentication mechanism, 
also called the intelligent swarm systems broadly used in IoT. It pro-
poses a lightweight authentication scheme for secure communication 
in autonomous IoT networks, utilizing Physical Unclonable Functions 
(PUFs) to boost security against physical attacks. The scheme enhances 
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Fig. 21. Multi-node abstraction for Blockchain using SmartNICs (Kapoor et al., 2023).

performance by offloading PUF-verifier logic to a SmartNIC, which 
reduces authentication latency, improves scalability, and strengthens 
security. In terms of privacy, the IDs of the devices are masquerading 
utilizing a session-specific random number along with the correspond-
ing ID, thus making it unfeasible for an adversary to determine if 
the messages are for the same session or device. The authors conduct 
informal and formal security analyses, including the Real-or-Random 
model, to verify the scheme’s robustness.

Kapoor et al. (2023) proposed a SmartNIC blockchain deployment 
called BlockNIC. The system comprises three main modules: trans-
actions, blocks, and the blockchain. The transaction stores the data, 
including the information on the amount of currency, time, sender 
IP address, and signature. The Block stores up to 20 transactions; it 
includes the index, time, and hash of the previous block. In this system, 
the consensus algorithm is the proof of work (Sriman et al., 2021), 
which follows ‘‘the easy-to-verify, hard-to-find’’ principle. Finally, the 
blockchain stores all the metadata related to the blocks, such as the 
number of blocks, transactions, and hash of the last operation. Fig.  21 
shows a high-level abstraction of a BlockNIC. Each node is a bare-metal 
server equipped with a SmartNIC, and the SmartNIC continuously runs 
the BlockNIC program to mine and maintain its own copy of the ledger. 
SmartNICs effectively offload the blockchain processing from the main 
server infrastructure using a C-based blockchain implementation.

7.1.3. Limitations and comparison: privacy and anonymity
Several SmartNIC-based solutions aim to enhance privacy and

anonymity through in-network encryption, FL, and blockchain of-
floading, yet each introduces specific trade-offs. Stateless encryption 
schemes like LISPP (Mićović et al., 2023) avoid mapping tables and 
preserve routing functionality, but key rotations can cause packet drops 
unless perfectly synchronized across all ingress and egress points of 
the network. P4FL (Sacco et al., 2023) enables gradient exchange 
in-network using MPLS headers, yet the lack of encryption exposes 
updates to differential attacks or eavesdropping. This can lead to pri-
vacy leakage (e.g., membership inference). Secure aggregation systems 
such as Zang et al. (2022) rely on trusted SmartNIC environments 
to decrypt and perturb gradients, offering lower overhead than HE 
but still requiring on-device decryption. Flagger (Pan et al., 2024) 
advances privacy by operating on ciphertext using HE across DPUs, 
but its complex coordination and high hardware demands introduce 
scalability challenges.

Kapoor et al. (2023) offload the entire blockchain infrastructure to 
SmartNICs. However, this approach has two main limitations. First, 
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Fig. 22. Architecture of the SmartTLS.
Source: Reproduced from Kim et al. 
(2020).

the computation is performed using the wimpy ARM cores on the 
SmartNICs, which are then compared to a bare-metal server. Typically, 
blockchain computation is offloaded to GPUs or FPGAs instead due to 
the high parallel computation required. Second, the implementation in 
C, along with the use of OpenSSL for user-space cryptography, does 
not fully exploit the capabilities of the SmartNIC, leading to suboptimal 
performance. Overall, while SmartNICs provide unique edge-computing 
advantages, their constrained resources, coordination complexity, and 
trust assumptions remain key bottlenecks.

7.2. Cryptography and security protocols

7.2.1. Background
In the data center, data can exist in one of three states: in use, in 

transit (or in motion), and at rest. Safeguarding against unauthorized 
access is paramount in each state. Data in motion refers to data being 
transmitted across networks and stored at rest on physical media such 
as databases or storage arrays. Encryption is essential to protect against 
data breaches and leakage in both states. SmartNICs can help reduce 
the CPU cycles required for these encryption tasks, particularly for data 
in motion. While data traverses a network, it is vulnerable to threats 
like eavesdropping, packet modification, and corruption. Cryptographic 
services are employed to mitigate these risks and provide security. TLS, 
defined in RFC 5246 (Dierks and Rescorla, 2008), is a protocol that 
ensures privacy between communicating applications and their users 
by encrypting network connections at the application layer to provide 
secure end-to-end communication.

Moreover, protocols can benefit from the crypto capabilities of 
SmartNICs to enhance security. Currently, data centers are equipped 
with high throughput (10 Gbps) and low-latency (microsecond scale) 
distributed storage, increasing the network tax on the CPU for I/O-
related tasks (Xu et al., 2015). Solid States Disk (SSD) uses specific 
protocols like Nonvolatile Memory Express (NVMe), serving intensive 
I/O applications such as relational and non-relational databases (Guz 
et al., 2017). An extension to this protocol, NVMe over Fabrics (NVMe-
oF), enables access to disaggregated memory over the network, pro-
viding scalability and achieving near-local latency and throughput (Ng 
et al., 2024). Emerging technologies such as RDMA and its infrastruc-
tures, including InfiniBand (IBA) and RDMA over Converged Ethernet 
(RoCE), address this issue by offloading I/O tasks to RDMA-capable 
SmartNICs, bypassing the CPU and allowing direct memory access. 
Unfortunately, studies have shown that RDMA one-sided operations are 
subject to security risks, such as packet eavesdropping, injection, and 
tampering (Chen et al., 2024). To address these threats, SmartNIC pro-
grammability allows researchers to investigate protocol enhancements 
that provide authentication and confidentiality over RDMA. Securing 
RDMA is a crucial research topic due to its extensive deployment in 
cloud environments and the demands of new data-hungry applications 
that need remote storage access with minimal performance overhead.
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Fig. 23. SmartNIC vs. CPU with accelerated instruction for TLS offload.
Source: Reproduced from Hussain et al. (2023).

7.2.2. Literature
TLS operations are divided into key exchange and encrypted data 

transfer, using asymmetric and symmetric encryption respectively. The 
key exchange has a high performance overhead, especially when con-
nections are short-lived sessions. The bulk encryption of the data has a 
relative performance overhead, depending on the size of the delivered 
data. SmartTLS (Kim et al., 2020) aims to offload the handshake process 
on SmartNICs while leaving the CPU for encrypting/decrypting the data 
transfer. The SmartNIC serves as a TCP endpoint to track connections 
in a flow table while redirecting traffic to the host depending on hit-
or-miss rules. Fig.  22 shows the architecture of SmartTLS in detail. 
When a new packet arrives, the packet processing module determines 
whether the packet will be forwarded to the host (traffic redirection) or 
processed by the SmartNIC. The SmartNIC then checks the connection 
state in its flow table. If the packet has the SYN flag activated, the 
SmartNIC sets up the TCP connection. If a match is found in the table 
(hit path), the SmartNIC either initiates the key exchange or, if the 
SmartNIC is overloaded (Onload = Y), delegates the task to the CPU.

Zhao et al. (2023) evaluated SoC-based SmartNICs executing these 
primitives in real-world use cases such as VPN tunneling, user authen-
tication, and secure web services. Their results demonstrated reduced 
latency due to offloading, but also revealed throughput limitations un-
der heavy workloads. This evaluation highlights the performance trade-
offs in TLS operations across different deployment contexts and rein-
forces the benefits of offloading asymmetric cryptographic primitives 
to SmartNIC hardware.

SmartNICs can be used to completely offload the TLS suite. Typi-
cally, TLS runs in the user space, as user code is considered safer (a 
crash in a user process only affects that process). Kernel TLS (kTLS) 
leverages the kernel space to enhance the performance of TLS. This 
enables the use of TLS offload in SmartNICs, such as in Bluefield (Tuaf 
and Gilboa, 2020). These SmartNICs incorporate ASIC accelerators to 
offload crypto tasks that save CPU cycles on the host, thus boosting 
the performance over software-based kTLS implementations. Novais 
and Verdi (2024) studied the performance of kTLS and provided key 
insights for offloading kTLS. The performance trade-off is clear between 
selecting different offloading schemes: Software kTLS and Inline. Hard-
ware offloading (inline) shows the best latency and power consumption 
performance.

Kottur et al. (2022) implemented the ChaCha20 algorithm on a 
Netronome SmartNIC and tested its performance. ChaCha20, an en-
hanced version of Salsa20, is supported in TLS version 3, making it 
relevant for today’s applications. The authors used crypto externs to 
implement ChaCha20 on the SmartNIC. They discuss several limitations 
tightly coupled with the constrained resources of the SmartNIC. For 
example, the placement of crypto code alongside other offloaded appli-
cations depends on the available CPU and memory resources within the 
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Fig. 24. PQC resilient end-to-end encryption using SmartNICs (Aguilera et al., 2023).

SmartNIC. Additionally, the approach cannot handle messages longer 
than 256 bytes due to memory constraints in the parser. Furthermore, 
the lack of support for modulus operations in the hardware prevents 
the system from using ChaCha’s standard authentication algorithm.

Hussain et al. (2023) proposed a microservice architecture for in-
network security on an FPGA-based SmartNIC. The framework aims to 
provide scalability to security services for 5G/6G networks and server 
applications such as HTTP secure (HTTPS) and TLS. Decomposing the 
security algorithm in microservices and running it independently helps 
code reusability, hardware maintenance, debugging, and management 
of components for scaling. Fig.  23 shows the performance of offloading 
TLS to an FPGA-based SmartNIC. The end-to-end latency improves 
between 88% to 97% with the SmartNICs. However, the CPU of the 
FPGA is a bottleneck for packet sizes above 512 bytes, hence reducing 
the throughput.

Pismenny et al. (2021) propose a scheme for autonomous offloading 
layer 5 protocols such as TLS. The approach considered in this work 
does not need to change the existing TCP/IP stack, making no need 
to recompile the source code of applications. Offloading both encryp-
tion/decryption and authentication, the paper shows that the benefit 
of transmitting is higher than receiving, while both alienating the CPU 
utilization by 1.7x. Also, this work is extended to support other appli-
cations on top of layer 4 and pretend to offload tasks autonomously to 
the NIC without changing the software stack and recompiling software.

Emerging networking faces two big concerns: the necessity of aug-
menting the security (i.e., longer encryption key size) and the urge 
to produce new algorithms for Post Quantum Computing (PQC). The 
era of PQC poses new challenges to developing secure channels using 
traditional cryptography algorithms. SmartNIC programmability allows 
developers and security experts to easily deploy new algorithms or 
fix the ones that are no longer secure, for example, by augmenting 
the key size. Aguilera et al. (2023) propose a SmartNIC-based end-to-
end PQC (see Fig.  24). SmartNICs execute all the networking functions 
required to establish a link with Dilithium for digital signature and 
Kyber for key encapsulation method, which have been proven to be re-
silient against PQC threats, combined with classic Advanced Encryption 
Standard (AES) with 256-bit block size encryption. The high processing 
requirements of PQC algorithms are met by offloading their functions 
to dedicated onboard ARM processors, which provide hardware accel-
erations. The evaluation results indicate enhancements in CPU cycle 
efficiency for Dilithium key functions, with improvements ranging from 
five to 31 times. Similarly, Kyber key functions exhibit improvement 
rates between eight and 57 times (see Table  9).

Moreover, SmartNIC can be used to provide security to RDMA 
protocol. Several studies highlight the vulnerabilities of the off-the-shelf 
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Table 9
Performance characteristics of cryptographic algorithms offloaded to SmartNICs.
 Work Algorithm Throughput Latency Notes  
 Kim et al. (2020) RSA-2048/4096, AES-GCM 13.3K TLS handshakes/s 8 ms (99% @ 16 flows) Offloads TLS handshake using 

PKA
 

 Zhao et al. (2023) AES-GCM, SHA-256 739 Mbps, 0.5 GB/s 0.36 ms Lower latency for short-lived 
flows; limited throughput under 
load.

 

 Novais and Verdi (2024) AES-GCM 9.36 Gbps in line 4 ms Metrics increases with the 
number of connections

 

 Hussain et al. (2023) AES-GCM 8.6 Gbps 5.89 μs Modular AES offload for 
microservices

 

 Kottur et al. (2022) ChaCha20 Up to 6.8M msg/s 21–170 μs P4 and micro C implementation  
 Pismenny et al. (2021) AES-GCM 3.3x higher 74% lower Compared to Linux OpenSSL 

AES-GCM
 

 Aguilera et al. (2023) Kyber, Dilithium 17 Mbps, 2 Mbps N/A Post-quantum key exchange 
(Kyber), digital signature 
(Dilithium)

 

RDMA protocol (Tsai et al., 2019; Rothenberger et al., 2021; Taranov 
et al., 2022). The main vulnerabilities of the protocol include the lack 
of encryption and authentication mechanisms, a weak CRC checksum 
that uses known seeds or polynomials, a small packet sequence number 
(24 bits), and the absence of logging for one-sided operations, which 
makes detecting attacks challenging. Simpson et al. (2020) propose a 
framework for securing RDMA and describe the challenges to achiev-
ing security. The paper identifies three key vulnerabilities: lack of 
isolation, inauditable read and write operations, and susceptibility to 
DoS. Current virtualization techniques are insufficient for adversary 
isolation, highlighting the need for an IDS/IPS to address this challenge. 
Additionally, the read operation does not leave any trace, making it 
impossible to audit in the event of an attack. Lastly, an attacker could 
disrupt the entire network by injecting spoofed packets. To mitigate 
these issues, the authors propose solutions such as encrypting RDMA, 
using SmartNICs to log one-sided operations to prevent unauthorized 
reads, and employing micro-segmentation to isolate traffic.

Zeta (Chang and Mukherjee, 2024) introduces a zero-trust, trans-
parent add-on for RDMA, addressing gaps in traditional SmartNIC 
implementations. Most SmartNICs support inline IPSec to ensure data 
secrecy and authenticity for RDMA applications. However, IPSec alone 
obscures the benefits of zero-trust principles and limits granular policy 
control at the IP layer. For instance, if multiple RDMA applications 
share the same IP address, applying differentiated policies to each 
traffic flow becomes challenging. Zeta resolves this limitation by in-
corporating an access control unit into SmartNIC. When two RDMA 
endpoints attempt to establish a session, they must negotiate param-
eters. Zeta enhances security by blocking connection requests if the 
two applications are not permitted to communicate, effectively imple-
menting access control. Using the SmartNIC’s CPU cores, Zeta processes 
packets on a per-flow basis. Given that this path may be slower and 
could impact performance, Zeta offloads subsequent packets within 
the same bidirectional session to the SmartNIC’s flow offload engine 
(the fast path) following the initial negotiation. Since IPSec lacks zero-
trust capabilities and remains vulnerable to impersonation attacks, Zeta 
leverages SmartNIC’s PKA to tag packets with public/private key pairs, 
reinforcing security. Testing Zeta with real-world applications shows 
that while its cryptographic verification adds a session startup latency 
of 1.5 ms, it minimally impacts end-to-end performance, causing less 
than a 1% reduction in throughput and a 5% increase in latency.

Taranov et al. (2020) propose sRDMA, a secure RDMA protocol that 
addresses the vulnerabilities highlighted by ReDMArk (Rothenberger 
et al., 2021). sRDMA is designed to provide efficient authentication 
and encryption for RDMA networks, which typically transmit messages 
in plaintext. This plaintext transmission makes RDMA networks vul-
nerable to eavesdropping, allowing attackers in the same network to 
read or write arbitrary memory locations based on the information they 
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Fig. 25. General overview of sRDMA (Taranov et al., 2020). QP connections are 
established between host/SmartNIC and SmartNIC/SmartNIC prior to exchange data.

intercept. To enhance RDMA security, sRDMA introduces a secure reli-
able connection queue pair (QP) that utilizes symmetric cryptography 
for data authentication and encryption. Rather than relying on IPSec 
to encrypt the entire RDMA packet, sRDMA adds a new header field 
immediately before the payload, defining authentication and secrecy 
for the header itself. Additionally, it provides an option to encrypt 
the payload, though this introduces extra overhead. Fig.  25 illustrates 
the sRDMA write workflow, showing how the protocol uses SmartNICs 
at the endpoints between hosts to ensure robust data authenticity. 
Performance evaluations of sRDMA demonstrate improved efficiency 
over IPSec, particularly in nonce calculation and header size.

7.2.3. Limitations and comparison: cryptography and security protocols
SmartNICs enable efficient offloading of cryptographic operations, 

reducing CPU load and improving latency for protocols like TLS, PQC, 
and RDMA. In the context of TLS, offloading handshake and encryption 
tasks to SmartNICs significantly improves performance for short-lived 
sessions, as shown in SmartTLS (Kim et al., 2020) and kTLS inline 
implementations (Novais and Verdi, 2024). However, using the Smart-
NIC as a full TCP endpoint introduces overhead, especially under 
high concurrency or limited NIC-side compute resources. Autonomous 
and microservice-based approaches (Pismenny et al., 2021; Hussain 
et al., 2023) further enhance scalability, though they demand careful 
workload orchestration to prevent bottlenecks. For emerging crypto-
graphic algorithms, SmartNIC programmability allows execution of 
ChaCha20 (Kottur et al., 2022) and post-quantum cryptography (PQC) 
schemes like Kyber and Dilithium (Aguilera et al., 2023). These enable 
future-proof secure channels, but implementation is constrained by 
missing arithmetic primitives (e.g., modulus) and high computational 
overhead, especially for PQC key operations. Lastly, SmartNICs im-
prove RDMA protocol security beyond traditional IPSec by enabling 
lightweight, flexible offloads. sRDMA introduces extra overhead due to 
the additional authentication headers, which may impact performance 
in latency-sensitive deployments, while Zeta’s access control logic, 
though effective, exposes an attack surface through SmartNIC eSwitch 
table exhaustion during session setup (Taranov et al., 2020; Chang 
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Table 10
Threats at different domain levels.
 Domain 
level

Threats Remediations  

 Vendor Hardware trojans in third-party chips
Physical attacks (voltage, power, etc.)

Hardware root of trust
Pre and Post silicon validation

 

 Service 
provider

Data tampering and privacy
Malicious or faulty programs

Data at rest/in motion encryption
Program attestation

 

 Users Privilege escalation Resource virtualization  
and Mukherjee, 2024). Overall, while SmartNICs provide powerful 
primitives for in-network cryptography, deployment must carefully 
consider performance, compatibility, and resource constraints across 
diverse protocols and workloads.

7.3. Comparison with programmable switches: anonymity and confidential-
ity

Programmable switches are limited in their ability to support cryp-
tographic operations due to constrained instruction sets and minimal 
memory per stage. Implementing even symmetric encryption like AES 
in P4 requires complex workarounds such as scrambled lookup tables 
(SLTs), which significantly reduce throughput, dropping from terabits 
per second to a few gigabits (Chen, 2020). These implementations 
often require packet recirculation, large table sizes, and rely on XOR 
and permutation operations rather than true cryptographic primitives, 
sacrificing security for feasibility (Mazloum et al., 2025).

In contrast, SmartNICs offer enhanced flexibility and compute ca-
pabilities for end-to-end cryptographic workloads, making them well-
suited for in-network privacy and anonymity services. Equipped with 
ARM cores, DRAM, and PKAs (e.g., accelerators for AES, SHA), they 
can efficiently execute FPE, support secure FL aggregation, and per-
form HE-based operations. These capabilities enable stateful crypto-
graphic operations without significantly degrading packet processing 
performance, functionality that lies beyond the reach of resource-
constrained programmable switches. As a result, SmartNICs can en-
force privacy-preserving learning (Zang et al., 2022; Pan et al., 2024), 
anonymize IP-layer metadata through in-network obfuscation (Mićović 
et al., 2023), and support lightweight cryptographic authentication for 
IoT devices (Bakar et al., 2024), offering a versatile platform for secure, 
high-speed edge computing.

7.4. Confidentiality and anonymity: summary and lessons learned

SmartNICs can handle end-to-end encryption with hardware accel-
erators and secure protocols such as RDMA. However, some aspects 
should be considered when offloading cryptographic algorithms to 
SmartNICs. The key takeaways are:

• Offloading the complete TLS suite to a SmartNIC alleviates the CPU 
burden on the host. However, key exchange imposes significant over-
head on SmartNICs, particularly in short-lived sessions. In such cases, 
collaboration with the host CPU can enhance performance.

• SmartNIC flexibility allows the implementation of new cryptographic 
algorithms (Nir and Langley, 2018) for TLS suite, and PQC algo-
rithm (Aguilera et al., 2023). The performance of these algorithms 
can be enhanced by adding ASIC accelerators trading off with flexi-
bility.

• RDMA-compatible SmartNICs can handle secure remote access by 
leveraging authentication and encryption, enabling one-sided login 
transactions for forensic analysis.

• SmartNICs can process data at the network edge, isolating it from the 
data center. This enables privacy enforcement, for example, by lever-
aging Federated Learning to train machine learning models without 
exposing raw data.
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8. SmartNICs vulnerabilities

Adopting SmartNICs introduces advanced capabilities for network 
processing, potentially offloading many applications, including secu-
rity. However, it can also pose security risks inherent to the hardware 
and software design. Understanding the threat model and identifying 
vulnerabilities is crucial for enhancing the robustness of networks that 
rely on SmartNICs.

8.1. Threat model

Due to the ever-evolving threat landscape, the concept of a Trusted 
Execution Environment (TEE) has emerged, shifting the trust paradigm 
to individual devices rather than network boundaries. Technologies 
such as TrustZone (Alves, 2004; ARM, 2009) implements TEE on ARM 
cores. It enables software and hardware isolation between a secure 
world (trusted) and a normal world (untrusted). However, TrustZone 
is not well suited for virtualization (Hua et al., 2017; Cicero et al., 
2018), facing many challenges due to hardware restrictions. Follow-
ing the same principle, researchers are proposing threat models and 
frameworks to address the vulnerabilities of SmartNICs.

Lal et al. (2023) proposed a SmartNIC threat model in which the 
heterogeneous architecture of SmartNICs for confidential computing is 
analyzed in detail. SmartNIC ecosystem is composed of three domain 
levels: (1) Vendors, (2) Cloud Service Providers (CSP), and (3) Users. 
Vendors are companies that develop software and hardware, such as 
operating systems and chip designs. The CSPs own and deploy the 
devices in their infrastructure to offer offloading capabilities and access 
to the OS and telemetry functions. The users offload their applications 
to the SmartNICs and expect the confidentiality of their data in every 
state. The scenario is as follows: users aim to run network functions 
in a virtualized manner atop the SmartNIC hardware. The SmartNIC 
is attached to a host owned by the CSP. The host and the SmartNIC 
operate an OS provided and managed by the vendor and the CSP, 
respectively.

At the vendor level, they must provide strong security guarantees 
by design. Generally, vendors include third-party chips in their designs 
to reduce the development time. For example, the BlueField-2 incor-
porates TITAN IC for regex acceleration and Rambus PKA (Rambus, 
2024). These third-party components are no longer trustable because 
the chips may be compromised at any stage of the production chain and 
exploited by adversaries. Table  10 lists the threats and corresponding 
remediation techniques in every domain level considered.

8.2. Third-party modules

The evolution of NICs from simple designs to more complex ar-
chitectures has led the industry to rely on third-party modules to 
meet time-to-market constraints. Growing reliance on these third-party 
modules from untrusted entities severely affects the security and trust-
worthiness of SmartNICs, especially for mission-critical infrastructure. 
Hardware trojans can potentially leak information such as the secret 
key of a communication channel. Also, it could drive the chip to not 
safe operating conditions; such an attack creates a violation of peak 
power and temperature contrast (also called thermal virus). Other 
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Fig. 26. SmartNIC architecture for network function isolation. Restricted memory 
allocations can only be accessed via a hardware root of trust.
Source: Reproduced from Zhou et al. (2024).

vulnerabilities are the debug/test interfaces that adversaries can exploit 
to leak confidential information.

Remediation techniques: Detecting hardware Trojans in third-party 
modules is challenging due to the absence of a golden reference for 
comparison. To address this, some vendors are incorporating hard-
ware Roots of Trust to ensure secure boot, cryptographic key stor-
age, and authentication. Additionally, PCB-level protections are being 
implemented to defend against physical attacks (Mishra et al., 2017).

8.3. Multi-tenant and virtualization

Efforts have been made to isolate and guarantee performance in the 
cloud (Grant et al., 2020; Huang et al., 2024; Khalilov et al., 2024), 
and other works test the performance degradation of isolating virtual 
network functions (Ni, 2022). Also, SmartNICs have been proposed as 
a source of trust in telemetry applications using sketches (Cheng et al., 
2024). While performance isolation is essential, ensuring the security 
of network functions running on SmartNICs is even more critical for 
maintaining high-security standards.

Remediation techniques: Similar to the threat model proposed in Lal 
et al. (2023), S-NIC (Zhou et al., 2024) addresses the problem by 
pervasively virtualizing hardware accelerators, enforcing single-owner 
semantics for each line in on-NIC cache and RAM, and providing 
dedicated bus bandwidth for each network function. The goal is to 
provide a virtual SmartNIC, isolating host and NIC-level software. This 
design eliminates side channels involving shared hardware states, and 
each network function has the illusion of having a private SmartNIC. 
This offers hardware-guaranteed isolation both from other hosts and 
data center managers. Fig.  26 shows the S-NIC architecture for an SoC-
based SmartNIC, in which the resources are carefully isolated with 
hardware-enforced security. The concrete attacks the author mitigates 
are packet corruption, stealing of DPI rules, and I/O bus denial of 
service. These mitigations are related to vendors’ SmartNICs models, 
such as Marvell LiquidIO, Netronome Agilio, and NVIDIA Bluefield.

UniSec (Yan et al., 2019) proposes a unified framework API for 
developers that abstracts the functions implemented in SmartNIC by 
hardware–software co-design. The modularization process can take one 
of the three models: (1) Stateless header-based, (2) Stateful header-
based, and (3) Payload-based. Moreover, UniSec designed a separate 
software security function running in the host and a hardware security 
function running in the SmartNIC, and they complement each other by 
orchestrating chained security functions, avoiding unnecessary hops be-
tween different devices. With the well-defined API, programmers only 
focus on the core logic, leaving resource management and matching 
23 
Fig. 27. Helios proposed architecture for container isolation (You et al., 2023).

code with accelerators to UniSec. However, this approach does not 
provide isolation between the disaggregated resources. SmartNICs can 
achieve high performance using zero-copy and dedicated CPU cores to 
process packets but trading off with security. Ni et al. (2019) discuss 
the security limitations of NFVs running on SmartNICs and propose a 
memory isolation solution based on P4 packet steering. In this work, 
the memory pool of SmartNICs is isolated using a routing function to 
steer packets right into their corresponding memory regions.

Helios (You et al., 2023) extended hardware to isolate containers 
and comprehensively run security engines in the SmartNIC. Fig.  27 
shows the general overview of the architecture. Helios aims to enhance 
container security in virtualized environments by physically isolating 
communication channels through a secure bridge, replacing the legacy 
software-based network access control (e.g., security proxy). Helios 
is deployed in hardware, inspecting the east–west traffic in headers 
and payload data between the containers and the outside world. He-
lios leveraged micro-segmentation architecture to reduce the attack 
surface between containers by reducing network visibility with the 
flow inspector, blocking packets that violate the security policy maps 
established within the containers. Moreover, an enhanced version of 
Helios is presented in You et al. (2024). The Hyperion system follows 
the same architecture as Helios but extends the concept to nodes with 
multiple containers instead of a single node isolation. Hyperion adds a 
load balancer to enforce fairness among all the containers that share 
resources in the SmartNIC.

Open Radio Access Networks (O-RAN) are also adopting virtu-
alization, and SmartNICs play a crucial role in offloading security 
infrastructures for the next generation of wireless communications. 
Achieving high performance in terms of latency, throughput, and power 
consumption while integrating heterogeneous applications remains a 
challenging task in open-source architectures. Additionally, enhancing 
security often appears to conflict with improving performance. Haas 
et al. (2022) proposed a hardware and operating system co-design 
to ensure secure integration of hardware and software components 
within O-RAN architectures. Their approach focuses on securing critical 
resources such as accelerators, memory, and communication interfaces 
at the chip level.

8.4. IDS/IPS bypassing

Signature-based IDS/IPS systems deployed on SmartNICs are vul-
nerable to Algorithmic Complexity Attacks (ACAs), where adversaries 
craft input traffic that forces the system into worst-case processing 
paths. These attacks, unlike volumetric DDoS, do not require high 
traffic rates, small volumes of carefully designed packets can cause 
disproportionate resource consumption. In systems like Pigasus (Zhao 
et al., 2020), which rely on DPI and TCP reassembly, adversaries can 
inject highly OoO packets that trigger excessive memory lookups and 
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Fig. 28. Packet splitting attack bypassing a signature-based IDS (Zhao et al., 2022). 
Stateless DPI cannot identify malicious payloads spread across out-of-order packets.

list traversals (Zhao et al., 2022). This leads to elevated per-packet 
job sizes and causes innocent flows to be delayed or dropped when 
resources become constrained.

Such attacks are particularly effective against flow reassembly en-
gines that buffer packets until an in-order byte stream is reconstructed. 
Excessive disorder (high OoOness) results in large buffer growth, de-
grading performance or bypassing inspection entirely when thresholds 
are exceeded. Fig.  28 illustrates how malicious payloads split across dis-
ordered segments may evade stateless DPI engines. Although SmartNICs 
offer higher on-board memory compared to traditional fixed-function 
devices, sustained ACA traffic can still exhaust these resources.

Remediation techniques: To mitigate this, adaptive flow-level schedul-
ing mechanisms like SurgeProtector (Atre et al., 2022) prioritize
lightweight, in-order traffic and penalize flows exhibiting abnormal 
behavior. By estimating the job size (e.g., reassembly effort or number 
of regex rules triggered) and applying weighted scheduling, the system 
deprioritizes adversarial flows while preserving throughput for benign 
ones. This approach has been shown to reduce the displacement factor 
(i.e., the ratio of innocent traffic dropped to attacker traffic injected) 
by over 90%, while maintaining fairness and low overhead.

9. Challenges and future trends

This section presents the challenges associated with SmartNICs and 
their impact on security applications. Furthermore, several current ini-
tiatives and future directions are presented to address these challenges. 
Fig.  29 outlines the challenges and future trends.

9.1. Ensuring security isolation in multi-tenant environments

The heterogeneous architecture of SmartNICs, markedly different 
from traditional monolithic CPU designs, introduces new security chal-
lenges in virtualized, multi-tenant environments. These challenges arise 
primarily from inadequate isolation among disaggregated resources 
such as shared memory (e.g., SRAM, DRAM), I/O buses, and hardware 
accelerators. In public cloud deployments, where containers or network 
functions may be co-resident on the same SmartNIC, robust access 
isolation is essential to prevent privilege escalation, code injection, DPI 
rule theft, DoS attacks, and packet manipulation (Zhou et al., 2024; Lal 
et al., 2023).

Current and future initiatives: Several efforts in the literature have 
addressed the challenge of enforcing security isolation in SmartNIC-
based virtualized environments by targeting different system layers. 
Architectural approaches like those proposed by Lal et al. (2023) define 
requirements for SmartNICs to support trusted execution, including se-
cure host interfaces, cryptographic protections, and hardware-enforced 
access control. Others, such as Ni et al. (2019), propose software-
defined memory isolation using packet steering to restrict memory 
access among co-resident functions. Helios (You et al., 2023) explores 
container-level isolation by using SmartNICs as a hardware root of 
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Fig. 29. Overview of challenges and future trends in SmartNICs security.

trust, while Zhou et al. (2024) push isolation down to the microar-
chitectural level with techniques such as memory fingerprinting and 
bus arbitration. These solutions, while varied, reflect a shared goal of 
preventing cross-tenant interference and ensuring secure execution in 
multi-tenant environments.

More recently, Giantsidi et al. introduced TNIC (Giantsidi et al., 
2025), a SmartNIC architecture that embeds a formally verified root 
of trust in the data plane to provide host-independent security guar-
antees. By supporting non-equivocation and transferable authentica-
tion, TNIC enables verifiable message delivery and strong isolation 
in Byzantine environments (i.e., actors may behave maliciously or 
unpredictably). It achieves these guarantees with minimal hardware 
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overhead and delivers up to 6× higher throughput than traditional 
TEE-based systems.

These developments highlight a clear trend: SmartNICs are evolving 
beyond programmable packet processors to become secure, verifiable 
execution platforms. Future SmartNIC designs will increasingly inte-
grate formal methods, hardware-enforced isolation, and lightweight 
trust anchors to meet the demands of secure, multi-tenant comput-
ing. However, realizing this vision will require a holistic co-design 
of hardware and software that balances isolation, compatibility, and 
performance.

9.2. Implementing DPI on SmartNICs

General-purpose CPUs are not well-suited for DPI and struggle to 
manage large volumes of bulk traffic efficiently. SmartNICs offer a 
promising solution capable of performing DPI at line rate, thereby 
reducing CPU utilization and energy consumption. However, imple-
menting DPI in the data plane poses challenges due to the demands of 
high-speed networks, which require low latency, high throughput, and 
adherence to memory constraints. An essential step before performing 
DPI is to reorder TCP packets for accurate matching. However, this 
process exposes the system to DoS attacks by injecting a high percent-
age of unsequenced packets, known as ACAs (Zhao et al., 2022; Afek 
et al., 2016). Furthermore, the effectiveness of DPI is diminished in 
two scenarios, under the prevalence of encrypted traffic (e.g., HTTP 
and VPN) and under a DDoS attack where the packets are malicious, 
thus requiring a mechanism to filter those packets and avoid waste of 
resources.

Current and future initiatives: Researchers are developing open-source 
frameworks, such as Pigasus and its improved version, Pigasus 2.0 
(Zhao et al., 2022), that support inline DPI using Snort rules. These 
can be implemented using FPGA-based SmartNICs, which deliver line-
rate performance. Additionally, Fidas (Chen et al., 2022) not only 
proposed string-matching but also identified a synergy to run a flow-
rate classifier in parallel to detect and mitigate DDoS attacks. This 
approach optimizes DPI for benign flows rather than analyzing many 
malicious flows under a DDoS attack.

When dealing with encrypted traffic, inspecting payload becomes 
obsolete, so mainly two approaches are proposed to overcome this 
issue (Papadogiannaki et al., 2022). A straightforward approach to 
handling encrypted traffic is through filtering. Košař et al. (2023) 
introduce a hardware TLS pre-filter that eliminates encrypted traffic 
from the IDS pipeline, significantly enhancing performance without 
compromising rule types or IDS functionalities. This functionality can 
be easily added to existing frameworks. Nevertheless, the challenge 
remains in developing more advanced techniques for inspecting en-
crypted network traffic without compromising data privacy. Future 
directions can integrate SmartNICs with the efforts that have been 
done to preserve DPI rules, privacy, and data confidentiality, such as 
in Ning et al. (2020, 2019), Canard et al. (2017) and Kim et al. (2021). 
This would boost the performance and efficiency of SmartNIC-based 
IDS/IPS solutions while maintaining the controllability of open-source 
frameworks and privacy of the end users.

9.3. Offloading machine learning tasks to SmartNICs

The integration of machine learning into intrusion detection and 
prevention systems (IDS/IPS) has significantly enhanced their ability 
to detect zero-day attacks and analyze encrypted traffic. To meet 
real-time requirements in high-speed networks, there is growing inter-
est in offloading ML inference to SmartNICs. This allows for packet-
level decision-making closer to the data source while reducing the 
computational burden on the host CPU.

However, SmartNICs impose architectural constraints that compli-
cate ML model deployment. These include limited memory, the absence 
of floating-point units, and restricted support for complex arithmetic. 
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Fig. 30. Performance bottleneck estimation workflow using satisfiability-guided anal-
ysis (Krude et al., 2021).

As a result, models must be quantized to integer-only operations, with 
inference logic typically implemented using lightweight matrix multi-
plications, decision trees (e.g., a series of if-else statements), or lookup 
tables. Feature extraction must also rely on integer arithmetic, typically 
derived from flow-level metadata such as packet size, inter-arrival time, 
or protocol flags.

Frameworks like DOCA do not provide built-in ML inference APIs, 
making integration into SmartNIC dataplanes more challenging. While 
some alternatives enable SmartNICs to access GPUs via GPUDirect 
(Zhang et al., 2023) for training or inference, this approach intro-
duces additional latency and PCIe bandwidth overhead, making it less 
suitable for latency-sensitive applications.

Current and future initiatives: Recent implementations have trans-
lated machine learning models, such as random forests and small neural 
networks, into conditional logic and integer-based vector operations, 
making them suitable for SmartNIC environments (Xavier et al., 2021). 
Unexplored areas, such as leveraging single instruction, multiple data 
(SIMD) capabilities within SoC-based SmartNICs, show promise for em-
bedding classical ML models (e.g., neural networks, SVMs), potentially 
outperforming host CPU execution in both latency and efficiency. A 
growing body of research has also explored offloading ML inference 
to the data plane using P4-programmable switches (Datta et al., 2024; 
Lee and Singh, 2020), including the development of toolchains for ML 
offloading (Zhang et al., 2024), which opens opportunities for similar 
techniques to be adopted in SmartNIC environments.

For training, SmartNICs are gaining attention in distributed systems. 
A fully SmartNIC-based cluster has been proposed as a replacement for 
host servers (Park et al., 2024), creating new possibilities for enhancing 
inter-node communication protocols. For example, Hè (2024) demon-
strate how SmartNICs can compress gradients in transit, optimizing 
communication during distributed training.

As threats become increasingly evasive and encrypted traffic con-
tinues to rise, ML-augmented SmartNICs are poised to become essential 
for scalable, low-latency IDS/IPS in modern data centers. Realizing this 
vision, however, will require continued advances in hardware-aware 
model optimization, development tooling, and secure, trustworthy de-
ployment pipelines.

9.4. Performance and cryptographic constraints in offloaded security appli-
cations

Offloading security functions such as encryption, hashing, and traf-
fic inspection to SmartNICs enhances system performance by processing 
data closer to the network. However, two key challenges persist: limi-
tations in executing cryptographic operations on constrained hardware, 
and the lack of systematic tools for performance prediction across 
heterogeneous SmartNIC platforms.

SmartNICs often restrict operations to 32-bit integers and lack sup-
port for floating point, exponentiation, or logarithmic functions, which 
limits accurate implementation of advanced cryptographic primitives. 
These constraints necessitate offloading complex operations to general-
purpose CPUs, adding latency (Kfoury et al., 2024; AlSabeh et al., 
2022b). Viegas et al. (2021) evaluated hash functions on the Netronome 
NFP4000 and observed that only a subset (crc32-custom, ran-
dom, csum16) maintains line-rate throughput, while others reduce 
performance by up to 23%.
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Current and future initiatives: On the performance modeling side, 
Krude et al. (2021) proposed a throughput estimation method based 
on satisfiability-guided path enumeration (see Fig.  30), achieving high 
accuracy with an error under 1.7%. Guo et al. (2023) introduced 
LogNIC, a packet-centric execution model that evaluates SmartNIC 
behavior across compute and memory domains, while Wu et al. (2024) 
developed Tomur, a predictive framework that models NF resource 
contention with a 3.7% average error. These works collectively under-
score the need for hardware support for emerging crypto primitives and 
architecture-independent models that enable predictable and efficient 
deployment of offloaded security functions.

9.5. Overcoming memory constraints for security applications

SmartNICs face significant memory limitations compared to host 
servers, which can impact their ability to support memory-intensive 
security applications. While server memory can scale to hundreds 
of gigabytes, SmartNICs typically provide much less, ranging from a 
few megabytes of on-chip memory (e.g., BRAM or TCAM) to several 
gigabytes of off-chip DRAM. The trade-off between access speed and 
capacity is a central design constraint: on-chip memory offers fast, 
single-cycle access but is scarce, while off-chip DRAM adds latency and 
increases power and cost.

In security workloads, memory is crucial for tracking flow state, 
storing counters, and maintaining rule sets. DDoS defenses rely on fast 
access to prefix counters, while IDS/IPS systems store and evaluate 
partial signature rules. To adapt, developers design compact, efficient 
data structures optimized for SmartNIC memory hierarchies. For ex-
ample, SmartWatch (Panda et al., 2021) introduces FlowCache, a hash 
table combined with ring buffers to support lossless state tracking 
for up to 25 million flows. This architecture enables shared buffering 
between SmartNIC and host for applications such as traffic analysis 
and heavy hitter detection. Similarly, Turkovic et al. (2020) propose 
modulo sketching and sequential zeroing to track flow statistics with 
minimal memory footprint, improving scalability using match-action 
lookups.

Current and future initiatives: To address the limitations of on-chip 
memory, recent research has explored offloading to external memory 
and redesigning memory hierarchies. For example, SmartDIMM (Patel 
et al., 2024) introduces a hybrid architecture that integrates FPGA-
based packet processing closer to DRAM, reducing data movement 
and improving latency for memory-bound workloads. While promis-
ing, such off-chip and remote memory solutions pose challenges in 
high-speed environments, particularly under real-time constraints. Sim-
ilarly, Ji et al. (2023) propose offloading memory-intensive kernel 
operations to SmartNICs. Their design leverages RDMA to access host 
memory directly, significantly reducing the load on host CPU cy-
cles. As SmartNICs increasingly support complex security functions, 
addressing memory bottlenecks will demand not only architectural in-
novation but also the development of memory-efficient data structures 
and collaborative memory management strategies.

9.6. Addressing multiple vendor-locked frameworks and architectures

The SmartNICs ecosystem is mainly composed of two actors. The 
first one is the vendors that develop hardware and software frame-
works for their products. The second is the CSPs, which adopt these 
technologies and offer services to clients. SmartNICs often require dif-
ferent programming approaches, typically using proprietary compilers 
to match the underlying architecture of the device. The diversity of de-
velopment tools reduces collaboration and code reuse while increasing 
application development time and cost. Moreover, an essential feature 
in the cybersecurity domain is the controllability and compatibility of 
deployed technologies with future generations and previous devices. 
Commercial software frameworks such as DOCA (NVIDIA, 2024) raise 
issues of software controllability and vendor lock-in, making it more 
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challenging to migrate from one vendor to another or to adopt new 
technologies (Chen et al., 2022).

Current and future initiatives: To innovate in the network field with-
out being tightly restricted to the vendor, researchers typically employ 
network programming languages such as P4 (P4 Language Consortium, 
2024), DPDK (The Linux Foundation, 2024), or kernel-based packet 
processing technologies such as eBPF/XDP (Linux Foundation, 2024). 
These technologies utilize proprietary SDK APIs to maximize the use 
of accelerators tailored to specific architectures and vendors. Several 
initiatives are underway to develop standardized APIs for SmartNIC 
programming, but these APIs still lack vendor-specific functions neces-
sary for fully leveraging hardware accelerators. Researchers are turning 
to program analysis techniques to extract offloading insights. For exam-
ple, Qiu et al. (2021) proposed a porting technique based on machine 
learning and code analysis. The core idea is to identify which software 
components can leverage accelerators to enhance performance signif-
icantly and to estimate the required core count for running specific 
network functions.

Adopting P4 to enhance code reusability through its high-level ab-
straction syntax allows developers to offload applications onto different 
target devices (e.g., SmartNICs or switches). Choueiri et al. (2024) 
integrated P4-DPDK and SmartNICs to detect heavy hitters using count-
min sketches. Their work demonstrated the feasibility of leveraging 
the P4 programming language to program CPU cores for implementing 
security functions. However, this abstraction can obscure opportunities 
for low-level performance optimization, as the compilers for these 
languages are not yet mature enough to guarantee the correctness of 
the output programs. To address this challenge, Xing et al. (2023) 
introduced an optimization framework called Pipeleon. This framework 
utilizes profiling to apply performance optimization techniques on P4 
programmable SmartNICs, considering the underlying architecture of 
these devices, such as multicores and ASICs. The results demonstrate 
improved latency and throughput. A promising research direction is 
to enhance the maturity of existing frameworks that fully leverage 
the underlying architecture of SmartNICs through a hardware–software 
co-design approach.

9.7. Addressing gap in cybersecurity training

Nowadays, only 3% of organizations are incorporating effective 
countermeasures against cyber threats, according to Cisco reports
(Cisco, 2023), mainly due to a lack of infrastructure and qualified 
cybersecurity experts. SmartNIC is a promising technology that can 
bridge this gap, but it faces many challenges, particularly finding 
courses and training materials related to cybersecurity. Adopting new 
technology like SmartNICs involves an inherent learning curve for 
beginners and advanced users. The available documentation and guided 
tutorials for running applications on SmartNICs are often tailored to 
vendor-specific SDKs or proprietary frameworks. These vendors offer 
training material tailored to their products (NVIDIA, 2021). How-
ever, open-source SDKs are appearing as an alternative for SoC-based 
SmartNICs such as DPDK (The Linux Foundation, 2024), and open-
source vendor-agnostics platforms for FPGA-based SmartNICs such as 
NetFPGA (NetFPGA, 2021), Pigasus open-source IDS platforms (Zhao 
et al., 2020), and more. Developers need hands-on experience to gain 
a deeper understanding of SmartNICs and reliable testbeds to test their 
innovative solutions.

Current and future initiatives: To address this shortcoming, testbeds 
worldwide, such as FABRIC (Baldin et al., 2019), CloudLab (Ricci et al., 
2014), and Chameleon (Keahey et al., 2019), have incorporated Smart-
NICs into their networks, thus providing the needed infrastructure for 
cyber training. However, while the community shares updates and 
advancements regarding SmartNICs on YouTube channels and forums, 
these resources are often not comprehensive enough and do not thor-
oughly cover cybersecurity fundamentals. There is a need for detailed 
manuals and tutorials for implementing security applications, as well as 
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Table 11
Abbreviations used in this survey.
 Abbreviations (A–M) Abbreviations (N–Z)
 AC Aho–Corasick NAT Network Address Translation  
 ACA Algorithm Complexity Attacks NFV Network Function Virtualization  
 ACL Access Control List NFA Non-Deterministic Finite Automata  
 AES Advanced Encryption Standard NFP Netronome Flow Processor  
 ALU Arithmetic Logic Unit NGFW Next-Generation Firewall  
 ANOVA Analysis of Variance NIC Network Interface Card  
 API Application Programming Interface NLP Natural Language Processing  
 ASIC Application Specific Integrated Circuit NoC Network on Chip  
 C2 Command and Control NVMe Non-Volatile Memory Express  
 CPU Central Processing Unit NVMe-oF NVMe over Fabric  
 CSP Cloud Service Provider O-RAN Open Radio Access Networks  
 D2D Device to Device OoO Out of Order  
 DDoS Distributed Denial of Service OS Operating System  
 DFA Deterministic Finite Automata P4 Programming Protocol-independent Packet Processor 
 DH Diffie–Hellman PCIe Peripheral Component Interconnect Express  
 DNS Domain Name System PDP Programmable Data Plane  
 DoS Denial of Service PKA Public Key Accelerator  
 DPDK Data Plane Development Kit PQC Post Quantum Computing  
 DPI Deep Packet Inspection PUF Physical Unclonable Function  
 DPU Data Processing Unit QoS Quality of Service  
 DRAM Dynamic Random-Access Memory QP Queue Pair  
 DSA Domain-Specific Accelerators RDMA Remote Direct Memory Access  
 ECC Elliptic Curve Cryptography Regex Regular Expression  
 eBPF Extended Berkeley Packet Filter RFPF Restricted Feature-set Packet Filter  
 FL Federated Learning RoCE RDMA over Converged Ethernet  
 FPC Flow Processor Core RSA Rivest–Shamir–Adleman  
 FPE Format Preserving Encryption RSS Receive Side Scaling  
 FPGA Field Programmable Gate Array SDK Software Development Kit  
 HE Homomorphic Encryption SDN Software-Defined Network  
 HH Heavy Hitter SLT Scrambled Lookup Table  
 HTTP Hypertext Transfer Protocol SoC System on a Chip  
 HTTPS Hypertext Transfer Protocol Secure SQL Structured Query Language  
 IBA InfiniBand SQLi SQL Injection  
 IDS/IPS Intrusion Detection and Prevention System SRAM Static Random-Access Memory  
 IoT Internet of Things SSD Solid State Disk  
 IP Internet Protocol TCP Transmission Control Protocol  
 IPSec Internet Protocol Security TEE Trusted Execution Environment  
 IPU Infrastructure Processing Unit TLS Transport Layer Security  
 kTLS Kernel TLS TRNG True Random Number Generator  
 MACsec Media Access Control Security URL Uniform Resource Locator  
 ML Machine Learning VM Virtual Machine  
 MLP Multilayer Perceptron VPN Virtual Private Network  
 MPLS Multiprotocol Label Switching XDP eXpress Data Path  
hands-on labs that comprehensively cover cybersecurity fundamentals 
and advanced topics. These resources should include instructions for 
configuring basic security applications such as firewalls, ACLs, and 
URL filters and more advanced countermeasures against DDoS attacks, 
DoS slow attacks, and offloading IDS/IPS services on the SmartNIC. 
Additionally, the offloading of workloads related to encryption and de-
cryption, mainly for security suites such as TLS and IPSec, to SmartNICs 
should be thoroughly covered.

10. Conclusion

This paper presents a comprehensive survey of SmartNICs, with 
particular emphasis on security applications. First, the survey pro-
vides background information on various SmartNIC architectures and 
advancements in hardware designed for offloading network security 
infrastructure. Then, state-of-the-art related works are presented. Mo-
tivated by the lack of security-centric work on SmartNICs, the survey 
offers a taxonomy of SmartNIC security applications, categorizing them 
into three types: Intrusion Detection and Prevention Systems, Volumet-
ric Attacks, and Anonymity and Confidentiality. The survey also eval-
uates the vulnerabilities of SmartNIC architectures, from threat models 
to various attack scenarios, and presents remediation techniques dis-
cussed in the literature. The paper concludes with a discussion of 
current challenges and future trends in SmartNIC security, highlighting 
research directions worthy of further investigation.
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